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1 Debian Edu 12 1—K% 12 Bookworm O~¥ =217 )L

<b>b'' B b''b'' BR b'':</b>
2016, 2017 victory
2019, 2021 hoxpil8

@ debianedu 12

Skolelinux

ZMDY =27 )l Debian Edu 12 (bookworm) )Y)—ZFTY,

https://wiki.debian.org/DebianEdu/Documentation/12Bookworm @ wiki TTOXED/N—I a3V [FEFRICEIHFI
NTVWET,

Updated translations are available online.

2 Debian Edu & Skolelinux (IC2DWT

Debian Edu (B!% Skolelinux) (& Debian ZJTICLcT 4 ANIE2—2 3V T EZRRYMNT =IO AT LETCITHERTES
SOREINTVWET VM7 VM H—N—DERKFAT. U—N\—P 747V MIHRAL TEMET 2B ~2DYThI LT
THBRINET. BT —N\—DEDIF(T7V NOEBEICDERERERBLET . S — =DMV A= ENTVSB/N—R
DITHEM (ROV) EVTATUVRDI VYN ERBIGEICE. ZOBMIOER L. ThHDYI Y BREETRTh T —/N—
NI ZATVNEHUVET,

The chapters about hardware and network requirements and about the architecture contain basic system design details.

After installation of a main server, all services needed for a school network are set up and the system is ready to be used.
Only users and machines need to be added via GOsa? a comfortable Web-Ul, or any other LDAP editor. A netbooting
environment using PXE/iPXE has also been prepared, so after initial installation of the main server from CD, Blu-ray disc
or USB flash drive all other machines can be installed via the network, this includes "roaming workstations” (ones that can
be taken away from the school network, usually laptops or netbooks). Also, machines can be booted via PXE/iPXE as
diskless workstations or thin clients.

Several educational applications like GeoGebra, Kalzium, KGeography, GNU Solfege and Scratch are included in the default
desktop environment setup, which can be extended easily and almost endlessly via the Debian universe.

2.1 FHBELEREZFIN 2 DHBEH

Debian Edu / Skolelinux (& Debian Edu 7AY /M THIFEIN TS Linux T4 AN )E21—23>TF,Debian Pure Blend
TAAN)E2—23vDVEDTHY, ARD Debian $77OVIIMTY,

DY Debian Edu / Skolelinux IFZER Ry NI =V 27 LAEFBHEETES Debian D—IkE/NN—TaVRDTY,

BEELT.2001 £ 7 B 2 BIC/ILYT—T Skolelinux 7AY Y MY AIEZR SN, FIBEEIC Raphaél Hertzog AN TS
> 2 Debian-Edu &85 FEL 75,2003 FIZ 2 DDTAVIIMEARIERE LI TH A LE L7 ISkole] £ ['(Debian-)
Education] 6 ZNZFN DRI THMY P T WEBLE /NS TY,

SPOHBMICETY. EHOETIDY AT AIFIAINTUWET,

3 EEOBK

3.1 RyNIT—UERK

ZDEITIL Skolelinux DEFRIEPIRMTEIRYNT—IBHREY —ERITDWTERBALET,



https://wiki.debian.org/DebianEdu/Documentation/12 Bookworm
https://jenkins.debian.net/userContent/debian-edu-doc/
https://ipxe.org/
https://blends.debian.org/edu
https://blends.debian.org
https://www.debian.org
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192.168.1.0/24

Bid Ry M7 — VG EDHI TS, Debian Edu / Skolelinux DT 7AIL K TlE, XY RT—VITBEDT—IAT—2a%
LTSP #—/\— (FNEBRIT DIV ITAT YN TARILRAT—IRT7—23V) FEBBEINTOET  ZLIEY
—N—=F 1 DEFITY, 7=V RT—2aVDEIIEFHTHRETIFTT (ELTHEVWTT L. EHTERLKRTT)LLTSP
HP—NR—IIDVWTEERT. ZNENDBIDRYNT—VEERT 27D, V74TV b LTSP H—/"—DEDREHN D
FYRT—IH—ERCBHELRIFTIEIEHYEEALTSP OFMIZBIDEZED HowTo ATEBELEI W,
FH—N—DERRXYNT—ITEIL 1 BRIFEVWDIDIE, FH—/N—' DHCP AIRHTIEVOIEMNWRIBRTYT (Ruh
T—JHIC 1 BOYIVEFNAIRETY ) Y —EREEY —N—DoMDT I VICBREIE S EIEARETT  ADYI Y
TH—ERZRHEILAL LT ZOY—EANZDAVE1—9—IlHBIE%RT DNS TAV T R%EHRETDHIETEIRT
X7,

Skolelinux DIBAERETIZ. R EBEMTOMYPTLTELDIAVI—RYREDBEIX T — 1] &SN DT
LI —9—%RBALFTAVI—FYML—9—DETIS— NIZA | DBEFEPSFREOEDERATIOL & #
HLTWETY,

3.1.1 FIAILNDRYNT—IBE

FH—/8—®0 DHCP (£ 10.0.0.0/8 Ry FT—V%&RML.PXE T—MILBHFH LW —NR—PT—IXF—> 3V DIV AR
— VI TAT UM T ARV AT =Y AT — 3V DEE) memtest DEIT.O—HILN—RFARIDLDT— NEER
RTEBLIICHR>TVET,

TIELINGIERIN IEDIDIMEEETESRETTY . sFMIEEIET 2 HOWTO ZZEICIE>TLEIL,

LTSP H#—/X—® DHCP (& 2 DOEFEARYRT—7 (1192.168.0.0/24 & 192.168.1.0/24 M HIHRETY) L EREL
FI.NEZEREITDIUBERIBZICHYFEA.

TRV MNDEREIZTEL T LDAP ICHBHINET,
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312 EFH—1—

A Skolelinux network needs one main server (hostname "tjener” which is Norwegian and means "server") which per default
has the IP address 10.0.2.2 and is installed by selecting the Main Server profile. It's possible (but not required) to also
select and install the LTSP Server and Workstation profiles in addition to the Main Server profile.

313 EH—N—TEFITZH—EX

IVISATUMNDHEIEAEFAE LT R ETIEIY—ERIFZETEY—N—ICREINFT T, HEEDE TEFH 26,
LTSP H—N—I3BEHBRETT (A—DOIIUINEH—N—]ETLTSP H—N"—107O771IEBHEAV AM—IL
THIEIEARETY ). ERHD DNS ALY —ERICEIY HTONETH. IPv4 LIFTREINET.DNS £5EYHTS
NTWBDT BA4DHY—EREZTH—N—DoRBRETI VIR TIOIBE T BfiIcEY—N—DY—E %1
HT.ZOY—ERERETIHFLVI UV ESRIDLIIC DNS DREAZEETELEITYT (HE2ARMICTOY—E
ZADT YU EEFLIRVWEWNTERA),

XA TAHEREDEDH. RV T—ITIRRAT— R aE 3 ERIIETHESEINTVWET  EXDEED/ARAT—RHI RV R
—JIELNBZEEHYFEE A,

LATIE Skolelinux RYRD—FICTF T4 R THEINDZ Y —ERE. ZNEFND DNS EERLIZKR T RET7MILTIE
AR RY S —ER%ELT DNS & (RXMVEZIFEHFEHA) TSRLTWELH. ERTHHALTWA A1V % (DNS D
KAV ERBICE>TWSIHE) ¥ IP PRLREZZERETIDIEBRS T,

T—EXD—E

HF—ERDA Ritiaine/\vr—J% DNS ¥ —EX%&
REROJNE rsyslog syslog
XAV EZH—ER DNS (BIND) domain

IEEEIEE T 1 DHCP bootps
BFXI DRI EA NTP ntp
;E{jjil\'j IRBOR—LTALIRY) SMB / NFS homes

| BF AU IMAP (Dovecot) postoffice
TALIMNIH—ER OpenLDAP Idap
1—H—DEE GOsa? —
DI TY—/N— Apache/PHP www
RERNYITYT sl-backup, slbackup-php backup
DI7¥vyia 7'8F%> (Squid) webcache
E[T Rl CUPS ipp
TERJTE—FOT1V OpenSSH ssh
HERE CFEngine cfengine
TSP H—/"— TSP ltsp
YIVROT—EXDER. I5—&
EVIREOHR. BEEOYTITTD Munin. Icinga. Sitesummary sitesummary
R EFA—ITODIS—RE

FE1—H—DT7MIEH — = EDEZNETNDHR—LTALIMNIREINET  R—LTALINILIEEDT I VD HE
TOERAEETT - —BEDIIUDSTER—DI7AIVILT I ERATEET  H—N—R@BARL—FAV TV RT A
BICEBICHIELET . Unix 7477 MaEIFIZiE NFS DI Z47 > MaliFiZid SMB2/SMB3 &R L7/ R & 1R
LY.

A=ETFI7HILNTO—AIVEEE (DFYVERA) RINMEADLIICREINE T ERICERADI Y —xy NO#EL H
BB AVI—RYMAAX— IV EEETEIEETRETT I5A TV MDA—IUIE (TRAR—MRR N EH>T) H#—/8—
ISEEINDREICARY, I—H—IF IMAP BETEADA—ILIIT V2 ATEET,
FRI—YF—FT—IR—ACRIAERVEREITIOH. EQOY—ERICERA—DI—HF —ZENRRT—REF>TT7 /LR
TEEY,

BRADNSDT I EANEWITTHANADT I EAREDREEN STV IEFORIBOD O, 7T TOF S H—/N—
(Squid) ZFIALET IV —9—TOYzJEEDBETAVIEHAELENE. TV VBRI VI —RY N7 IO RAEE
BTEET,
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D47V NDERYRT—I5%EId DHCP ZF>THEMICITONI T BEDIFATVMIETTFAR— NHDO Y TRy
N 10.0.0.0/8 ICHEMmIN. ENITG L IP PRLRADEYHTONET, —ATIVIZATUMEEHTS LTSP H—
—ICBIDY TRy 192.168.0.0/24 ARERH L TEKELET (DD LTSP V547V DRy NT—2BIEN DRy NT—
I —ERIBEEEEZDIEIFHYFEEA).

FRROJINVEMENEREIN. ETDOIIUIEELD syslog Avt—I%OTH—N—TEBLIIREINE T syslog T
—EREA—HIFYRNT—IREOSEZ Ay =V REITEZFHTHIBLIITEREINTVET,

DNS % —/\—(EF 74 )L N Tl B (AE8) D DNS KAV AEFRE LRWRY, Ry NT—VNEBTOAFIATHR XA
¥ *intern EREINFHT,DNS Y—/N—FF vy aBRBEEREIND O MREALZKICETRVYINI—I LDETIY
TALYD DNS H—/—&LTHIATEZY,

ERCHERVITHANeARTEL Y I —F —REEEEL. R—IP YT TALIMNIADT IR RZFEDI—F—P
TI—TIHIBR T DHEEL. D T —N—DRYELE T S — = AN TOT IV TR H D 1 —F — 3B
DITR—IEEHTEXT,

A—H =PI VDB RIFPREEC—FELEETE, BMICRYNTI—7 EOL2OVE1—9ICRBINE T, Ihilidd
RFALINIY—=N=HDHVNSNET , TILI7MNEI— =P 21— =T I—F I IV T IN—TDEREF O
EIWCRYFTSREALEBIFEIZDTFANTIN—TERXRYRT—D T I —TITENMILLBHYER A RYNT—0 T I —T %K
MI BT VEHER— DA ERAFRTZEVNITETT,

Y—E AP I —DBEIIFICVITRAT, EBENLFIEITSH > TITWLWET, Skolelinux IZIEFINTWBE I T TS
Y CRITTEFT. EBVATLNSEEDYRAIIIODVWTC AL2DI—Y —P1—H—J I —FITHEREEFZETZHIEET
RETR

NFS ICHEEDORIEAORL, BMERERBOBRERZICT O, EX T VIFEL RN B EICLY F T, Skolelinux H—
N—={EO—HJ)LD Network Time Protocol (NTP) H—/N—&LTEREINTHY. £ TDT—IRT—23av» o347 h
DEZIEABEINET . XY=V 2 AR TOERLRBPRL AR T DD T——BHFEAV9—F VDS NTP B
HTEZIERBTELIICLTLEIN,

TN = EHEDNMERITAA Y DRY N T =V ICEEER TN, RYNT—IRD Y —NN— T—IRF—a v, H5
W& LTSP H—N—[lEHLET, TV —~DT7 V2 REEZOI——DRB Y IV —TEICHETEE T, chiz 7Y
VAT BIF— IR EET IV AEIEHTEELTWET,

3.1.4 LTSP H—/\—

Skolelinux XY R T—2ITIXZED LTSP H—/N—HERETEZTLTSP 4—N—107A771ILEBHWTIV AL
E3 I
LTSP H—/\—(Z syslog &>V ISAT Y MPT—I AT —2 3V SR IFEY, ROV INES —/N\—TEB LR EIN
F9,

3 =
AR

» LTSP TARILRAT—YRT—2av i H—N—IlA VA= INTOTZL%5FALET,

= LTSP O34T VMDDV —hT7AIV T AT Ll NFS THHRINEYLTSP RIFZZEL/RICIIEET 2 A—V%E
#9578 LTSP #—/X—T debian-edu-ltsp-install --diskless_workstation yes ZZEITLTLEILY,

3.1.5 VUS4 T7Vbh

SV FATVIDEREERWSE MR PC % (X-) IARE L THEEIEZIEHTEET . 2FY T vidO—AIL DN
—FRZATZ2RAE T PXE 2F>TH—N—DOBEREEFH LI T, 7747 2 MEREIZ X2Go ZAWTWET (LTSP
(OF SIYANANQANSY bl 2) 8

DVISATURNERAWSE R EVIIIVDEIBREWEDEERATEET, TOT T ALIXEL T LTSP H—/N\—THERMIC
EITINZEDTT AEAIRDESITR>TWET FF DHCP & TFTP 2F o TRYNT—IBENIN I VIS4 T Y
MRV RN TD—IRRBATEREILET, RIC LTSP Y —/N—DI77(ILY AT LD NFS BHTY IV MNIhET, &EIC X2Go
ISAT7 VD BEHLET,
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316 TARYLARAD—YRT—vav

FTARILRAT—I AT —aV TRV INITTIILE T PC FNFNICAV A= ILINE=FRL—FTA VTV RT LEEDHT
ICEMELET V51TV TV PXE BBETCEEITAD T, FNEFNRDOO—HIRSATICTAVAMN—=ILIN=Y T RITT
FEbLbhFEE A

TARIDVRID—DRT—2avEEMRERN—RIzT7 %2 V)47V NEIBEWMRTFARNCTERATE2BNAFET
T VINIZTDRFEBREY —N—TITONITDTEIZATVMITYINI 2T 2 RFI DU BRI DHYT A F—L
TALINIP O RT LREL Y — /N —IREINET,

3.1.7 RXYyNIT—=U9F4AT Vb

CDYZaTIVTIEITRYNT—DOSAT UM EWDHEEBIEY VY ITZATUVNETARILARAT—IORT—avyOlA s,
macOS *° Windows TEI{ELCTWBOV 21— 52K LET,

3.2 B

Skolelinux 1Y ARN—SICEYA Y ARN—ILEND Linux IIVIZTART HRIVELI—Y IFEAEDBEIEEH—N—15
EETEFEFY,SSH 2RBRBLTEIY I ADOTA YV TE ITRTDOIVIUADTZERT VAN HEETT, 7272 root ¥R
ABBICIE kinit #FE1TLT Kerberos TGT 282 MELHYET,

A—HF—ERIZET LDAP TALVMNIREINFE ST, A—F—THOVRDEFHIIIDT—IR—ZITHLTITHN. I3
ATV NDI—HY =R EINAFBINET,

3.21 AVRb=Ib

AVZARN=IVARATAT DA A—=JIXIRTE netinst 1 XA—VE BD A A=V D 2 B@ELAHYET . EBLDAAX—TE USB AT
RENSTHRETEET,

FEDATAT S —N—%5—BAV A= LTLEZE MDIZATVMILTRYNTI—=IDET =KL RYRT—2
BHATAIVAN=ILTEBLIICTBOHIENTT,

netinst 1 X—JEA VY AN—LBFICA VI —R Y M DT I ADBBETT,

The installation should not ask any questions, with the exception of desired language, location, keyboard layout and machine
profile (Main Server, Workstation, LTSP Server, -:+). All other configuration will be set up automatically with reasonable
values, to be changed from a central location by the system administrator subsequent to the installation.

3.2.2 IFAINYRATLDTIEAERE

Skolelinux DA—H—=THIVMIF, T7AINH—NR—EDT7AI I AT LB B TONET TN (FR—LT1LIRY)
IKRA——DRET7FANPXE A= DITR=IPREFEINIT VAT LA LEOMDI—HF —EHLIENTESY
A AVI—FZINDHENSTERAIRNDT7MIL, ZFDLI—HF—LUIADHEISERZAINLNT7AILRE, T RIE
FRISEREEELTLLEI W,

A—H—FTALIN)PHRETALIMNICHIATZ2E2TOTARAVICEALTC AV ANV LY AT LDEAVE2L—9—D
BC—EBDEBERTTIERTESLLIICTDH, /skole/ FRA N/ T4 LV M)/ ELTRIVNTBHEDHYET 4
HRRETIXE—DT 1L UMY /skole/tjener/home0/ M I77AIH—N—ITEFKIN, I—HF—THVVMILTEIIC
FERINFET RHEDI—F =TI —ToFENHICL ST RBISELTTILI N BT 5ZEETEET,

BED UNIX #EREFMALTCIZ7IINADEET VAN TESZLIICTZDICIE. I—F—EZhZThEANT 74
NCRBRTZEARVIL—TICMATBMTEEYIL—T (BIZIL students” TIL—) ICEBTEUELNHYET HULME
BMINBIEEEL1—H—DT IV —THoET I ERATEDLDIC #EEA umask (002 ¥ 007) ZZELMEETALINID
setgid SNTWTI7AIDELWT IIL—THERES|ZMCLSITHR>TONIE, T —F AV N—FETORIEIN 771
HENTEET,

FLLERINZ 771V DR T V2 R&E I RS — DB TS, Debian DF 7#JL N umask (& 022 (LFEETRBA
LELDICT I —TDoDT I A% LALV) TY H, Debian Edu TlE 002 7 74 hELTWES, DFEYT74
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WITEEDSEHRAMNDRETERIN, BHS51—H—D2N lL’C}?H’F?ﬂ‘ié”ﬁ%t'c*5(‘:\,\7;?:'(3' Kb
(/etc/pam.d/common-session Z#mE 5T ET) umask & 007 ICTBZEEARETT . DB B FTAMYT IR %F
FTTOVILTHEEZ MERBEII I —ILLPBRETHRADRNDEIICTEEVWIAETT, HU%‘J%D‘&@%%%%‘WJ
L. Y27 L% LYBBHICT DI L REIIBEFRIBEHEIRAMON LIS BRELZHSE XY ATEDME
B MERLEEDIMEDHEPZL—HF—AOTIERATESRD, A—H—ICE>THhMUIKWIETT MDI—
HF—DFALIN)ERRESITMADT7AIVEFTRDHTLEIZEHL LA COBBICK DRV IE LI EEA.—AT
BEOEBEIZ. MBBEROBEEZBDOT . BOD 771N EMAILETIERATERLIICHOIDOIRETDIAEDRVTL
DD HEOMNE (EICREOME) AROANEDEIBRLTNEDDREE, fiDL—F—HBLDELTER
ISR WR T,

4 EH

Skolelinux Y a—>av DB AFERISERHYET . BE—D PC LIFICTAVAM=ILTEBIEE, MBICH DN DEDER
ERRANSEETDILIICETEEZT . UL HED T, RYNT—IBRERP T —NN— ISAT VIV VDEREIETKE
KEZDIEDTEET,

4.1 N—ROzT7EH

A 7O774 ) OBRICDOWTIERY N — VB OETHALTWET,

| )
Ly

LTSP 2#ZFIADIZEIX LTSP N—R Iz T7EHD wiki R—YETEITR>TES

= Debian Edu / Skolelinux #%£{792avE1—4&LT. 32 EVMFROMARYFWT Oy —%2EBHLTWIEDH
(Debian 7—F T Fv—41Z i386 T.i686 VZRAEXTOTOEYHTY) £LIFHED 64 EVIIFIG x86 7Oty —
(Debian 7—F TV Fv—4Id amd64) BBEICRYET,

» VPS54 T7ME DRAM D 256 MiB T 400 MHz B2E O 7Oy —TEHEEMEIILETH IBEMICIELYZLD
DRAM &LYEFEA IOy —aRBEH LAY UEHELET,

= For workstations, diskless workstations and standalone systems, a SSE2 capable processor (Intel Pentium 4 or higher,
AMD Athlon 64 or higher), 1500 MHz and 1024 MiB RAM are the absolute minimum requirements. For running modern
webbrowsers and LibreOffice at least 2048 MiB RAM is recommended.

» ERINDZBNTARIBEIFAVAMN—=ILTDTOT7MIVICKYERYFT:

— combined main server + LTSP server + workstation (if a GUI on the server is desired): 60 GiB (plus additional space
for user accounts).

— TLTSP H—/"—17'B771JL: 40 GiB LA L,
—[D—DRF—2aV R RIVRT7AOV1TAT774):30 GB [EHETT,
— minimal networked machine installation: 4 GiB.

» TIFINDRYNT—IBRTRATZIBE.LTSP —/N\N—[JIxRY N T—OH—RKH 2 DIRETT:
— eth0 (XA >Ry h7—2 (10.0.0.0/8) IZERLET,
— ethl & LTSP 547V hBARYNI—VICFERALET,

s /=K PCRRENANT—IRT—2aVvBDOT. BRI RFT—a3> 1 7O774IVERB—TY,

4.2 @J{’Fﬁﬂlb‘/ﬁ&@l\_ Rox7

A list of tested hardware is provided at https://wiki.debian.org/DebianEdu/Hardware/ . This list is not nearly
complete.

https://wiki.debian.org/InstallingDebianOn (& Debian Z4FED/N—RITFICAVAN—IL . BRE. FATZHE
AL R T EIV/N—RITPDBEAEEZEZTWE AN Y R—MRRZHEERLEZY. BB L TWS/N—RY
IT7ERARERTSHEERTIEIFATEEY,



https://wiki.debian.org/LTSP/Ltsp%20Hardware%20Requirements
https://wiki.debian.org/DebianEdu/Hardware/
https://wiki.debian.org/InstallingDebianOn
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5 RYNI—VUEREODEH
5.1 FTI74IIEE
FIAINDRYNT— IR THEAT B EUTOLICARYET,

= You need exactly one main server.
v T—YRT—2avi3RLRY IO E AL ERERNRETY,

» FDRYNT=VITIZZED LTSP H—/—LEETEETLDAP Tl 2 D (DNS.DHCP) OH TRy M ERIFZES
NTVWETH BITEMNTHIEETEET,

s VVPSATURPTARIL AT =D RT =23 E & LTSP —NR—DRy NI—JICBE B IZERERRETY,
» ZTOMDIIVE B IP PRLRDEY Y TUTRYF T HEREETRETY,
v AVI—RYMADTIERIIGSIN—I =S — ITA P BETT (UTBR).

5.2 AV —FybNIL—4—

AV =Y MADERITIE ABAVI—TTARAD A=Y MIERGRLTWT WEA Y —T1RICIP PRL A
10.0.0.1, *Y r< X% netmask 255.0.0.0 Z5ETEXBIN—9—DT— I/ DBNETY,

IV—%—T DHCP Y —N—%BEIEBZRETIEHYFHADNS —N—%EEI DL TEEITN . ZOLEIFR
LELMABINEIEA,

In case you do not already have a router or your existing router cannot be set up accordingly, any machine which fulfills the
requirements for a minimal Debian installation and which has at least two network interfaces can be turned into a gateway
between the existing network and the Debian Edu one. See installation documentation for a simple way to install and set
up a Debian machine using debian-edu-router-config.

W—8—PT IO ERRAV D T7—LITTICIE OpenWRT HFATEET . LEDT7—LIIT TELRABVERALE
NHPEHTT.0penWRT ZAHWVBDELYUFMICEREBIETEE T TGRSR IE OpenWRT DI TR—UIZdHS supported
hardware TZHEERSZIW,

RGBT —VBRELARETIFHYET (FIRIE Change subnet in Debian Edu / Skolelinux ICHYET), 272, BERD
BHEORYNI—IERDEBETEPOIBEFRVDTRITNIE, BEBREICTEILIVET IAI DR T —VIEMICL
THELZE=BDHFET,

6 AVRAM=ILESYIO—RDFERE

6.1 EMEROHYH

We recommend that you read or at least take a look at the release notes for Debian Bookworm before you start installing
a system for production use. There is more information about the Debian Bookworm release available in its installation
manual.

0 Debian Edu/Skolelinux & ZHRET< I W, BRICIIBET,

FY—N—DAVAM=IILEIROBZHIC, FTIEN—RITTERYNT—IDEHE, REMREBRICDOVWTOEET —H<
eI,

ZDRZaATIDIHIBEDOLIDEENTHRATLIEIV HMOTOOATA VI DWTEHRALTWET,



https://openwrt.org
https://wiki.openwrt.org/toh/start
https://wiki.openwrt.org/toh/start
http://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
https://www.debian.org/releases/bookworm/releasenotes
https://www.debian.org/releases/bookworm/installmanual
https://www.debian.org/releases/bookworm/installmanual
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6.2 Download the installation media for Debian Edu 12 Codename bookworm

6.2.1 amd64 ¥ L<IZ i386
amd64 and 1386 are the names of two Debian architectures for x86 CPUs, both are or have been build by AMD, Intel and

other manufacturers. amd64 is a 64-bit architecture and 1386 is a 32-bit architecture. New installations today should be
done using amd64. 1386 should only be used for very old hardware.

6.2.2 i386 %' amd64 FAD netinst ISO 1 XA—

The netinst iso image can be used for installation from CD/DVD and USB flash drives and is available for two Debian
architectures: amdb64 or i386. As the name implies, Internet access is required for the installation.

Once Bookworm has been released these images will be available for download from:

= https://cdimage.debian.org/cdimage/archive/12.15.0/amd64/iso-cd/

= https://cdimage.debian.org/cdimage/archive/12.15.0/1386/iso-cd/

6.2.3 BD iso images for amd64 or i386

These I1SO image are approximately 7.5 GB large and can be used for installation of amd64 or i386 machines, also without
access to the Internet. Like the netinst image it can be used on USB flash drives or disk media of sufficient size.

Once Bookworm has been released these images will be available for download from:

= https://cdimage.debian.org/cdimage/archive/12.15.0/amd64/iso-bd/

= https://cdimage.debian.org/cdimage/archive/12.15.0/1386/iso-bd/

6.2.4 #rO—RLIAX—Y DIREE

Detailed instructions for verifying and using these images are part of the Debian-CD FAQ.

6.25 V—2X

V—ZRO—RIEBED Debian 7—HA T ERARICKRARAETAFTEX I http://get.debian.org/cdimage/

release/current/source/

6.3 Debian Edu DA AM—JL

When you do a Debian Edu installation, you have a few options to choose from. Don't be afraid; there aren’'t many. We
have done a good job of hiding the complexity of Debian during the installation and beyond. However, Debian Edu is
Debian, and if you want there are more than 59,000 packages to choose from and a billion configuration options. For the
majority of our users, our defaults should be fine. Please note: if LTSP is intended to be used, choose a lightweight desktop
environment.



https://cdimage.debian.org/cdimage/archive/12.15.0/amd64/iso-cd/
https://cdimage.debian.org/cdimage/archive/12.15.0/i386/iso-cd/
https://cdimage.debian.org/cdimage/archive/12.15.0/amd64/iso-bd/
https://cdimage.debian.org/cdimage/archive/12.15.0/i386/iso-bd/
https://www.debian.org/CD/faq/
http://get.debian.org/cdimage/release/current/source/
http://get.debian.org/cdimage/release/current/source/
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6.3.1 FTH—N—DAVRAN—ILDIFE

A. JL—%—® DHCP #eeAF A L7z, — RN ERPIRETDAVY—RY T IER:

s EH—N—DAVZAN—JVIZFTEETT D BREE DA VI —RX YNV ERICEERDIHYET (ERVYNT—0D

P 7RLZA 10.0.2.2/8 L7572 TT),

. &%ﬁ%@)b =% —hITAELTRETERWGEEBIDFENHYETDT A VI—FyhL—F—

. TA’C@%MB*ZV}\'? VHERMDETEHRALTWBIDITERLTEIWL,

= The main server should have Internet connection once booted the first time in the correct environment.
B. HEIMARBRKPHEBORYRNT—I T, LRI TWREDDOTOF I —N—DRELIZE,

» A—FRILAYYRSA VT debian-edu-expert’ ZMMABIEITRYF T, FEMIEEZBLET,
» FOFH—N—FAROEBLREINBIMIN, HBEEBICRVET,

NE

C. DHCP H—/N\—#EEZIF /=AW IIL—4—T IP 10.0.0.1/8 IR INIRYRT—I T AV 9—Xv NERHL H D5

PAN
Ho

s RYRNT—URED DHCP HEED RZICL > TR URE, FEHTORYNTI—IEREETIEICRYET,

- BRANIP ITIF 10.0.2.2/8 X ELF T,
- —KkDxA IP IT1F 10.0.0.1 ZERELET,
- REHLFLBWEEIL 8888 AR—LY—/1—D IP ELTAALET,

o UEDBRET, EY—/N\—RBAEEBRICERICHETIETTT,
D. 734y (AVd—yEIwRHRW) BE

» ISO A1 X—=YICIE BD ZFIALEY,
(EMBREEEHT) HOWZRYNT—IT =TI ERINTWRWI L 2R LET.

s RYRNT—UERERFD DHCP TERBMDRIHOPH T IHITZ I ZMLIRTSIERYNT—IERTELRVL | AR
EP

AV 9=V NERDHDRIBETY AT LZRE L/RIC, VAT LEEHLTLEIY,

6.3.2 FTRUMNTEE
TR My TREBEDEIRE:

= Xfce I¥%% LXDE LY KELERTTH. 106 HEZEDSE T IGHIEO>TWET,

[OF3

« KDE & GNOME IZEE Y R— M RELTVETA. HFWVWAVELI—9— LTSP 7547V MITEWERICARYET,

= Cinnamon ¥ GNOME OB EfR&ELTIRAFET,
» MATE IEED 3 DEYEBREICEMELE T, EBRISHETFTARBLTWET,
» LXDE [d—BEELEKT.35 vHEE Y R—MLTVWET,

» LXQt IEBELRTRIMYTRIET (§85Y R —ME LXDE i) JYRABEFEVEFIALLTWEYT (KDE BIC

Qt ZN—XRIILTVWETY),

Debian Edu IZEMHTOS TV MNEDT Xfce HBHET RN TBBICLTWET MMOEDICERTRIBEILRDESLT

BT TLIEE,




Debian Edu / Skolelinux 12 Bookworm ¥ =277 )l 10 / 98

6.3.3 AVAMN=IICBIFBRES25—1EK

» VRATFLEID—HORF—23 01 7A77MIVHYTAIVAN—IL LS E  BBERED IOV S LD ELA VAN —ILIN
FT HARMBERTDIA Y ZAN—ILTBITIL, desktop=xxxx ZA—FIVAT Y RSAVHSHLIZRETIV A M—IL
LTIV I B LET . COFEREZFATEIETEBRIS LY AT LDEER, TAM Y AR—=ILDRAE—
FELEAENET,

= Please note: If you want to install a desktop environment afterwards, don't use the Debian Edu meta-packages like e.g.
education-desktop-xfce because these would pull in all education related programs; rather install e.g. task-xfce-desktop
instead. One or more of the new school level related meta-packages education-preschool, education-primaryschool,
education-secondaryschool, education-highschool could be installed to match the use case.

» Debian Edu X% /39— DFFHMIE, Debian Edu packages overview ZZEBICARDTLEI,

6.3.4 AVAM—ILHEREBIRE

Installer boot menu on 64-bit Hardware - BIOS mode

© debianedu 12

Skolelinux

_Debian GNU-Linux installer menu (BIODS mode)

Graphical install
Install
fAdvanced options

Accessible dark contrast installer menu
Help
Install with speech suynthesis

Graphical install I GTK ZfIBL/A VY AMN—5T . YU A%FETEEY,

Install TIETFRME—REFEVEY,

Advanced options > (CIZEEFFMARA T3V HBIRTER Y T AZa—DHYET,

Help TIVAMN—ZDFERAICETRIVKSHIDEY MERELEFT U TDRI) =2 2ay MR TEIW,



https://packages.debian.org/stable/education-desktop-xfce
https://packages.debian.org/stable/task-xfce-desktop
https://blends.debian.org/edu/tasks/
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O debianedu 12

Skolelinux

Advanced options

Back. .
Graphical expert install
Graphical rescue mode

Graphical automated install

Expert install

Rescue mode

Automated install

speech—enabled advanced options >

Back.. ZBIRTDEAMVAZ21—ICRYE T,

Graphical expert install TIZ2TDIER%ZETI YVALFEZLZET,

Graphical rescue mode IZ&Y ., ZOAVAN—IVAXATAT7IERBFADOL AF21—FT 1 RVELTHEAET,
Graphical automated install IC{E preseed 77/ IV ETT,

Expert install TIETF AN E—RTCLTHDEBA{ZETEET,

Rescue mode TIETFAMNE—RT . ZOMIV AN —ILAATATZBREBERADOLAF21—T1RVELTEZET,
Automated install D7 F XN E—NRITIE preseed 771 IV DB ETY,

& Do not use Graphical expert install or Expert install, use debian-edu-expert instead as an additional
kernel parameter in exceptional cases.

NIVTEE
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Welcome to Debian GNU-/Linux?

his is a Debian 12 (bookworm) installation CD-ROM.
It was built Z20240210-11:28; d-i 20230607 +deblZu5.

ELF INDEX
EY TOPIC

This page, the help index.

Prerequisites for installing Debian.

Boot methods for special ways of using this CD-ROM
fidditional boot methods: rescue mode.

Special boot parameters, overview.

Special boot parameters for special machines.

Special boot parameters for selected disk controllers.
Special boot parameters for the install system.

How to get help.

Copyrights and warranties.

>
>
>
>
>
>
>
>
>

ress FZ2 through F10 for details, or ENTER to boot:

ZONTEEIZESHAMICA>TOWT. F—HR—KD <F HF > F—&2{T & HBAINTWBIERICDOWTE &
ANV TEBOLNELIICHE>TUWET,

Installer boot menu on 64-bit Hardware - UEFI mode
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(O debianedu 12

Skolelinux Debian GMUSL inux

Debian GMUsLinus UEFI Installer menu

Install
Advanced options ...
Accessible dark contrast installer menu ..

Install with speech synthesis

GRUB Command line

AVAN—IVEED T — MRS A—HDBMPER

In both cases, boot options can be edited by pressing the TAB or E key in the boot menu; the screenshots show the
command line for Graphical install.
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O debianedu 12

Skolelinux

_Debian GMU-Linux installer menuw (BIODS mode)

Graphical install
Install

Advanced options

Accessible dark contrast installer menu
Help

Install with speech synthesis

> sinstall .amd-umlinuz modules=debian-edu—install-udeb desktop=xfce wvga=¥88 in
itrd=sinstall .amd- gtk initrd.gz — quiet _
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(O debianedu 12

Skolelinux Debian GHUSLinus

Debian GMUsLinus UEFI Installer menu

© debianedu 125

Skolelinux

setparams 'Graphical install’

4
nlinuz modules=debian-edu-install-udeb d

ection I GRUB Command line

= You can use an existing HTTP proxy service on the network to speed up the installation of the Main Server profile from
CD. Add e.g. mirror/http/proxy=http://10.0.2.2:3128 as an additional boot parameter.

= If you have already installed the Main Server profile on a machine, further installations should be done via PXE, as this
will automatically use the proxy of the main server.

» BRED Xfce TAUMYTTIEARC GNOME TRV T AV A=V BITIE A—FILDT—hRSX—=%
desktop=xfce M xfce % gnome ICEIXHZIFT,

» LXDE 7RIy T %AV ZAN—)LT BITIE desktop=1xde ZFEWVET,

» LXQt TRIMYTHEAVZR—IL T BITIE desktop=1xqt EfEVET,

= KDE Plasma 7 A7 by T %AV A=) 9§ BITIE desktop=kde ZfHELET,

= Cinnamon TRV My T AV ZAR—)L§ %ITIE desktop=cinnamon ZfEVET,
» MATE TRIKyTHAV M=) BICIE desktop=mate ZFEWVET,

6.3.5 1AM —ILOF|E

LTSP #—R—DFI AR T BEE Y AT ABHERYNT—IH—R (NIC) 2 2 DULEHZIEERTRRBLTES
(AN

» SEEBRLET (AVAM—BEAV ANV LY RT L),
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- ERHEERRLET. BREHALABEHOEOHIETY,

» F—R—ROBELRRLEITECHIE | CEANICEELTY (BLERBRRCTIVAN—ILTZHETEARE
—R—RZFAT BB EICIE" Japanese” F—R—RLATIRZIRLTKEIW),

« LTFOYRMSTO77/ I EERLET:

- IEH—/X— (Main server)] 70771

* COTAT7AINDERAITOLY —EREREEATEDEEEY—/\— (tjener) ELTHEAZEDTT . ERD
KYNT—=DICIFEY—N—%T1 BEFIAV AN ITIREIHYFT 2O TOT7AILICIE GUI IFIERIN T
WEEAGUI MRETHNIEZNICMATI9—ORF—2aV | DLTSP H—N— 1070774 ILERBIRLTKE
I,

- [7—92F—<3> (Workstation) | 7R 771 )L
* —HRARIVELI—Y—ERAKISTNETNDN—RRSATHET =KL VIRIZTPTNNARUILTO—HILIC
HEZEOMWFIAINFT  ERZRE. 2——OJMVDREAI’ EY —/N—TiTbhdRe, 2—HF—DT771IL%
TRIMN TERENBINTVWBIGBMEEY —/\—THDEVWIRTT,
- Mm—2xv9Y7—92F57—>3> (Roaming workstation) | 70771 )L
¥ D—JR7—>a3vERUTEN RIICHF vy 2SN BB BER/FATEET, DFYERIRYNT—IATER)
ATEFET . A —DI77MIPREFO—HILTARVIFREINET . V7 I)La—HF—miFD./—bk PC T,
BEIDOV)—RATRELTWEID—IR7—23V R R9VR7OV | TEALL ZOTO771 IV EBIR LTS
LN,
— TLTSP #—/X— (LTSP Server)] 70771l
x* IVIDTATUN (TARILARAD—IRT7—2avEEE) AOY—/N—T.LTSP H—N—&iFhFzd,/\—KKS
ATEFTFLIRWISAT U MEIT =Y IRIZ T DEFTFTEIDY —N—DSTAET . ZOIVE1—FITIE 2 DD
FYRNT—=VAVH—TIA R KREDAE), THICEBREMIIZERO 7Oy Y £AIE<I/LFIT7 CPU AREICR
YET, INODFEMICOVWTE. XY T—0 054 TV RDEERTEIV, ZOFOT77MIVEEIRTBETT7—2
27—2av | TATFANEBMIARYVET (BIREBEEB DY) LTSP H—/N"—[d7—027—avELTHEFER
5EWVWDTETY,
- T4 K70V (Standalone) | 7A774 )L
¥ EP—N—DELTEHATEZ. EBOIAVELI—ITT, DFYZARYNT—VILHIBENHYFEEA. /—b
PC RENZELET,

- T&/N (Minimal)] 70771

* This profile will install the base packages and configure the machine to integrate into the Debian Edu network, but
without any services and applications. It is useful as a platform for single services manually moved out from the
main server.

In case ordinary users should be able to use such a system, it needs to be added using GOsa? (similar to a workstation)
and the libpam-krb5 package needs to be installed.

[EH—R—]EMT=YRF7—2aV |ETLTSP ¥ —N—|OT7A77(VIEEFRIRINTWET B E Y —/—&L
TAVAN=ILTBIBEICID 3 2O7OT74ILE 1 DORIVVNAVAM—=ILLET, DFEYFEH—/N—4° LTSP H—
N=TEHY,. T—IRFT—2avELTENATELEWNIEDTY . ZHOFBEDOIEICHEIERB DB DT I+
IWRDBRERO>TWET  EAEY—/N— LTSP H—N—ELTAVRAM—IL L TGERTZIFAICIEZTDI I VICRY
RO—OH—KH 2 DRVEWFRWIEITSER LTIV,

» BEITNR—T12aVBETEIMNyesI D nol TEAF T Jyes] EBEX G RIFTN—RRIATICH BT —HIETRTE
NBICEITERLTEIW Mol EB A BETHRELAWGEIEDLEENBEERYET, TOHEIE BER/—
TATAVHMERINTW T DO TR RBENHBIEEMERL TIIEIL,

» https://popcon.debian.org/ ~DIERERE DHEEREFICyes] & LTIREIFNITFERDY Y —RICHIL D/ —U R
BEF—IRREINET, WACEHY AN ST HIEETEFERTE,

= Wait. If the selected profiles include LTSP Server then the installer will spend quite some time at the end, "Finishing
the installation - Running debian-edu-profile-udeb...".



https://popcon.debian.org/

Debian Edu / Skolelinux 12 Bookworm ¥ =277 )l 17 / 98

» [EE] root NRAT—RDFREDRICIEEEEUADOARAEGIICBEDI—HY—THU VN ERT 2O ERIN
F9 ., Debian Edu TIEZDT7 AUV M IEBICEET, Skolelinux XYM T—VDOERBICAWET,

«‘i"» ZDIZMDA—HF—]D/IRRAT—RIFE KRIDVRE 5 XFEHYN DAY —LZEERBIUBENHYET.5 XFKR
BRI —BE—BTELIRNART—REZRELTCLESLIFAK. OVA VDI RAREICRYET (VY AN—5—IFF
DWW TN RAT—=REFBRLTLEVEY),

» EEEFY—N—DBEHRIITARILRAT—IRT—2aVHAD SquashFS A XA—JE D BEEZET2HED
HYFEY,

s LTSP —NR—&DBET DM TIETARIL AT =IO RT =230 v IS5AT7V NOERBEICFEITORENDEIC
RYFT FHMEIRYNT—I9514T7 2~ HowTo ZTELEILY,

6.3.6 Installing a gateway using debian-edu-router
The debian-edu-router-config package simplifies the the setup of a gateway for a Debian Edu network through an
interactive configuration process where the necessary information is obtained through a series of dialogues.

In order to make use of it, perform a minimal Debian installation. Be sure to use the regular Debian installer and not the
Debian Edu installer since Debian Edu installations are not supported by debian-edu-router-config.

Install the debian-edu-router-config package using

DEBIAN_FRONTEND=noninteractive apt install -y -q debian-edu-router-config

Error messages regarding the configuration are expected and can be ignored for now.

For the configuration process following the installation of debian-edu-router-config, physical access to the computer
is required.

The network interfaces may already be connected to the corresponding networks but do not have to be. However it is
necessary to be aware which interface will be connected to which network. In order to obtain more information about the
network hardware

lshw -class network

can be used.

Remove the configuration of the two network interfaces to be used from /etc/network/interfaces or files in
/etc/network/interfaces.d/ and un-configure the two interfaces using

ip addr flush <interface>

The actual configuration process is started with

dpkg-reconfigure --force uif debian-edu-router-config
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| Configuring uif
Please choose whether the firewall should be configured now with a simple "workstation' setup, given a specialized
Debian Edu Router configuration, or left unconfigured so that you can manually edit setc/uifs/uif.conf.

Firewall configuration method

don't touch
workstation
debian-edu-router
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conf igL

| Configuring uif

HWarning: This configuration provides a hase setup for the Debian Edu Router, which basically blocks all
incoming/outgoing traffic.

Don't use this setup unless you know what you are doing.

Really set up the firewall for Debhian Edu Router?

When asked about the uif firewall configuration method choose "debian-edu-router”. Confirm that you want to set up the
firewall for Debian Edu Router.
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conf igL

| Configuring uif

Normally an Internet host should be reachable with "pings' (ICMP Echo reguests). Rejecting this option will disable
this, which might be somewhat confusing when analyzing network problems.

Allow ping?
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conf igL

| Configuring uif

Normally an Internet host should react to traceroute test packets. Rejecting this option will disable this, which might
be somewhat confusing when analuzing network problems.

Allow traceroute?

Decide whether you want to respond to ping and traceroute. If unsure answer with yes as it can be useful for diagnosing
network issues.
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| Configuring debian-edu-router-config |
The routing part of 'Debian Edu Router' requires IP packets to be forwarded back and forth between network interfaces by
the kernel. This is mandatory and without it the router simply won't work. If uou select 'gbort' this package will be
left wunconfigured. To undo its half-installed state, removespurge it again.

IFvd / IFvE forwarding will only be enabled if the specific IF protocol version is configured and enabled.

Do you want to enable IP packet forwarding?

<Cancel>

Confirm that you want to enable IP packet forwarding.
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| Configuring debian-edu-router-config
You need to assign this host's network interfaces to network tupes supported by Debian Edu Router. The network interface
assignments can be done in three ways (plus & bail-out method).

{13 ALL-COMMECTED - All network interfaces are already connected and you know which interface you want to use for what
netwark tupe.

(23 STEF-BY-STEF - Connect and assign network interfaces one by one. This will add dialogs between each interface
assignment reguesting to connect the network cable of the to-be-assigned network interface.

(3) OFFLIME-SETUP - Mo network interface is currently connected, allow configuration of network interfaces that
currently don't have a network carrier. You also know which interface vou want to use for what network tupe.

(4) SKIP-WETHORK-SETUF - Don't configure networking via this package, at all. Skip network configuration.
The network interface assignment method:
ALL-CONMECTED - all network cables = glready connected (I know what I am doing)
STEP-BY-STEP - connect netwark cables step-by-step and automatically assign network interfaces this way

OFFLIME-SETUP - network cables are not connected (this is an offline installation, and yes, I know what
SKIP-NETHWORK-SETUP - don't configure network interface assignments for now, at all

<0k> <Cancel>

Next, assign networks to the network interfaces in your router, choose one of the offered options depending on whether your
network interfaces are already connected or not.
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| Configuring debian-edu-router-config |
The following network interfaces on this system are connected to a network.

enplse (52:54:86:1c:48:92) - Wirtio_1.6_network_device
enp2sa (52:54:88:9a:45:fh) - Wirtio_l.8_network_device

HWhich NIC shall be used as the 'Uplink' network interface?

<Cancel»

Select the interface which is connected to the upstream network.
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Configuring debian-edu-router-config

Supported internal school networks tupes:

tration

<Cancel>

Select an internal network, in case you are unsure and simply want a single internal network select "Education” here.
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conf igL

Configuring debian-edu-router-config

5Shall WLANs be used on the internal network?

<fesy <N

Select whether VLANSs should be used for internal networks, if you are unsure select no here.
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Select "IPv4" here.

| Configuring debian-edu-router-config |

Questions regarding a specific IP wersion won't be asked if its not selected here.

Which IP wersions are to be supported during configuration of the networks?

<Cancel:
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Configuring debian-edu-router-config

Metworks for which this host will hawve a static IPvd address:

<Cancel>

Select "Uplink” if your upstream network requires a static IP address and, if you followed the above suggestion on internal
networks, "Education”.
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| Configuring debian-edu-router-config |
An IPv4 address is mandatory for the static IP configuration of the 'Education' interface .

HMake sure to use proper IPv4 address/snetmask syntax.
Examples: 16.8.6.1/8, 16.8.8.1/255.0.0.0

IPv4 address/netmask of the internal 'Education’ MIC:

<Cancels

Set 10.0.0.1/8 as the static IP address for the internal network "Education” if you followed the above suggestion on
internal networks.
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| Configuring debian-edu-router-config |
Computers on networks selected here will connect to the internet wia IPw4 and WAT (network address translation). Hosts
on the internet will only "see" this system's external IPv4 address, whereas individual computers on the internal
network stay "hidden'.

MNetworks that are NAT'ed (and hidden) behind the 'Uplink' address:

<Cancel>

Enable NAT for the internal network.
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| Configuring debian-edu-router-config |
For computers on internal networks you can choose hetween two default policies regarding internet access: all allowed
and all blocked.

Networks selected here will be allowed to access the internet, directly. Metworks not selected here will he blocked fraom
direct internet access.

For blocked internal networks, you will later be provided with a configuration dialog that allows you to define host
based and port based exceptions from this default network rule.

Metworks that are allowed to access the internet, directly:

[#] Education

<Cancel>

Enable internet access for internal networks.
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| Configuring debian-edu-router-config |
Syntax: [tcp:sudp:]<external_port::<internal_address> [:internal_port]

Here, uou can configure services that shall he reachable from the internet (via uour 'Uplink' IPvd address). Multiple
configurations are possible and should be seperated by spaces.

As <internal_address> make sure you only specify IPv4 addresses that match any of the internal networks' IF subnet
configurations. Also, you can only reverse-NAT into an internal network if it has been configured as a NAT network.

Providing the protocol (udpstcp) is optional. If not provided, the setup will default to tcp+udp. By prepending either
"udp:

or 'tcp:' one can limit the reverse NAT to only one of the protocols.

Specifying the <internal port: is also optional. It will be automatically set to <external_port: if emptu.
<internal_port: and <external_port> may differ.

Reverse MAT configuration:

<Cancel>

If you want to expose any internal services to the internet you can configure them using the described syntax. Note that
SSH access to the gateway can be configured using the following dialog.
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| Configuring debian-edu-router-config |
Internalsexternal network interfaces via which it is permitted to log into this host wia SSH.

If you are installing this device from remote, please make sure to include the Uplink interface into the list of allowed
network interfaces.

NOTE: To fully make incoming 5SH connections operational, make sure the S5H serwvice is installed and enabled.

Incoming S5H connections:

<Cancel>

Decide from which networks you want to allow SSH access to the gateway.
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| Configuring debian-edu-router-config |
This host can act as DHCPwd4 serwer for all or some of the enabled internal networks. Please select for which internal
network the DHCPwd serwvice shall be enabled.

Mote for Debian Edu sustem administrators: Don't enable DHCPw4 on the Education network. DHCPw4 is normally provided by
Debian Edu's main server (aka TIEMER).

Enable DHCPw4 serwice on this host for the following networks:

[ ] Educatiaon

<Cancel:

Do not enable DHCP for the internal networks, it will be offered by the Debian Edu main server.
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conf igL

| Configuring debian-edu-router-config |
The default port for incomming SSH connections is 22. If you want to disable the sshd service entirely then enter @ or
Jjust leawve the input field empty.

Please make sure you still hawve a way of accessing this machine, if you are about to disable the S5H service.

Fort for incomming S5H connections (empty if disabled):

<Cancel>

Configure the SSH port, this should be 22 if the configuration has not been changed.

Connect the network interfaces if you have not already done so and reboot the machine. Now, when you logging in as a
root you should see Debian Edu Router Menu.
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*** Welcome to Debian GNU/Linux 12 (bookworm) (x86_64) on router ***
Debian Edu Router, machine ID: 8c132dc3adla443f8fbc4af8ebdd9223

Uplink -> enplsB -> v4: 138.201.37.171/26 [52:54:00:1c:48:
92]
Education -> enp2sB -> v4: 10.6.8.1/8 [62:54:08:9a:45:
fb]

Debian Edu Router Menu

IP traffic statistics

Launch a shell session

Debian Edu Router Configuration
Reboot system

Shutdown system

Quit menu and logout as user 'root'

Please select: [
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Debian Edu Router Menu

IP traffic statistics

Launch a shell session

Debian Edu Router Configuration
Reboot system

Shutdown system

Quit menu and logout as user 'root'

Please select: Entering Debian Edu Router configuration submenu...

Debian Edu Router Configuration

Configure Debian Edu Router entirely
Configure Debian Edu Router network settings
Configure Debian Edu Router firewall settings
Configure Debian Edu Router services

Return back to main menu

Please select: I

If SSH access has been enabled the gateway can be reconfigured remotely via the menu offered when logging in as root.
Pressing ¢ in the main menu switches to the configuration menu from which all or parts of the configuration can be changed
using the same dialogue system which was used for the initial configuration.

6.3.7 WDOHhDIEEIF
6.3.7.1 /—bk PC TOAVAM—ILICEATEER

FFERICTO—IVII—ORT—2av 1 70774)L (LBESR) 2FHATI2ONRVWTLLD LELT—4idE2TO—
HIVIREINZOT, N7y ICEALTRIRZREAVREICRVET  FAAT 1V ERBRET v aIND D, /82
J—REZBLIBICHLWIRT—RTRYRNTI—=212O7 42 LTWRW/—k PC T HHWIRT—RTOOTA VU HE
KINDABEELHYET,

6.3.7.2 USB 75v>aR347 / Blu-ray TARVAXA—ITOAVAN—ILICEAT 2R
USB 75v>aR347 / Blu-ray TARIAXA—=IDMODAY AM—)LIED /etc/apt/sources.list IZI& EDA A= H

S50 (TYvTT—MPAVAN—LIZET D) BRULHIEDINTVERAAVI—FYMERM?MEZZZEICE. EFa) T+
BEHDOUTOITZEVEBIMLTIEIW,
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deb http://deb.debian.org/debian/ bookworm main
deb http://security.debian.org bookworm-security main

6.3.7.3 CD CTOAVAM—ILICEATEREE

A netinst installation (which is the type of installation our CD provides) will fetch some packages from the CD and the
rest from the net. The amount of packages fetched from the net varies from profile to profile but stays below a gigabyte
(unless you choose to install all possible desktop environments). Once you have installed the main server (whether a pure
main server or combi-server does not matter), further installation will use its proxy to avoid downloading the same package
several times from the net.

6.3.8 CD / Blu-ray 71 X7DRHYIC USB 7Y aRIA4T&=FABLIZAV A=)
It is possible to directly copy a CD/BD ISO image to USB flash drives (also known as "USB sticks”) and boot from them.
Simply execute a command like this, just adapting the file and device name to your needs:

sudo dd if=debian-edu-amd64-XXX.iso of=/dev/sdX bs=1M

TINAZRZD X 1, USB T/XA ZADIEARIRITRD AT RAERTLUTITHERLIEIL,

1sblk -p

EZAAIIDRYDIFEEET DI LD HYET,
BIRLIZAA—=TITEY USB 75v>aRS4 71k CD ¥ Blu-ray TARAIDEIICEELET,

6.3.9 PXE ICLBRYNI—VBHBATODIVAN—ILERE)

For this installation method it is required that you have a running main server. When clients boot via the network, an
iPXE menu with installer and boot selection options is displayed. If PXE installation fails with an error message claiming
a XXX.bin file is missing, then most probably the client’'s network card requires nonfree firmware. In this case the Debian
Installer’s initrd must be modified. This can be achieved by executing the command:

/usr/share/debian-edu-config/tools/pxe-addfirmware

on the server.

This is how the iPXE menu looks with the Main Server profile only:
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iPXE boot menu - :10.0.2.2:

Install Debian Edu-amdbd4 (64-Bit)
Install Debian Edu~-i386 (32-Bit)

Memory test

Enter iPXE configuration

Drop to iPXE =hell

Boot from the first local disk

Exit iPXE and continue BIOS boot

[LTSP H—/N\— |77/ D EENBIBEICIE IPXE X=a—FZHRYFT:

iPXE boot menun - :190.0.2.2:

Install Debian Edu-ramdb4 (64-Bit)
Install Debian Edu~i3B6 (32-Bit)

Flain %Z2Go Thin Client (64-Bit)
Diskless Workstation (server’s SquashFS image)
Plain X2Go Thin Client (64-Bit, NFS rootfs)

Memory test

Enter iPXE configuration

Drop to iPXE =hell

Boot from the first local disk

Exit iPXE and continue BIOS boot

ZDERETIEAROLDRYNTI—ITTARILARAT—YRT—2av0 V) SAT VDT = TEES  T—VRT—23v®
MIILT LTSP H—N—EBERY TARILRAT—YRT—avId GOsa? ZFA LT LDAP IGEMT 2UEIIHYEE
Ao

FYRNT—=D95ATVMIDWTDISRDIERITFYNT—I0F5A4T7 b HowTo DEICHYET,
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6.3.10 PXE 1VAN—JLDEE

PXE 4> ZAh—JLTId debian-installer M preseed 77 ILEZFIFALTWET . CDT7MIEEETHIETNYT—I%E>
EAVRAN=IIVEIEBREDIITEET,

UTOLIBITERDI7AIVICEIMLTLEIL: tjener: /etc/debian-edu/www/debian-edu-install.dat

d-i pkgsel/include string my-extra-package(s)

The PXE installation uses the preseeding file /etc/debian-edu/www/debian-edu-install.dat. This file can
be changed to adjust the preseeding used during installation, to avoid more questions when installing over the
net.  Another way to achieve this is to provide extra settings in /etc/debian-edu/pxeinstall.conf and
/etc/debian-edu/www/debian-edu-install.dat.local and to run /usr/sbin/debian-edu-pxeinstall to update
the generated files.

Further information can be found in the manual of the Debian Installer.

PXE Z®8 B LAAYRAM—- L TT7TOFY2ETEHDZWEEDILT B ICRE
tjener:/etc/debian-edu/www/debian-edu-install.dat = IN0)) mirror/http/proxy.mirror/ftp/proxy.
preseed/early_command % B LTAE BT IMENHYE T AV AN—ILEICTOF > OF BAEZEMET ZICIE
=YD 2 ITOBEEICTH# &1L, B DITHD export http_proxy="http://webcache:3128"; DIRDEHIFRLZF
ED

Some settings can not be preseeded because they are needed before the preseeding file is downloaded. Language, keyboard
layout and desktop environment are examples of such settings. If you want to change the default settings, edit the iPXE
menu file /srv/tftp/1ltsp/ltsp.ipxe on the main server.

6.3.11 JHBEAA—Y

CD.DVD. Blu-ray DM BT 1 ZA7ERKIE, €L 21— IVEEETDEN T Debian 1V A —Z&FIALTWRHBEEICITAFE
9, Preseced CHEEEMBINZIEEDOOIZEAFRICERTIXT,

MBI &N preseed 77 IV ER L TEEZERE (I Debian 1V A= =27 I)LORERTEHRAINTVET) L.
CD/DVD Z{EYETEIF T,

6.4 RV\)—rTavyhNIT—

FERANE—RETST4HILE—RDAVRAM—IVITHENICIIRETT - ER2DIXREBEIFTT . IS5T14HILE—R
TIRTYIRAEFEIBRESAHY, YRR EEEITEINCELT > ERAMICARYET  N—RIzPICRBE L H>TT T T4 HL
E—REFEZZVEVIZETERITNIEZESAF AW ERIIHYEE A,

So here is a screenshot tour through a graphical 64-bit Main Server + Workstation + LTSP Server installation (in BIOS
mode) and how it looks at the first boot of the main server and a PXE boot on the LTSP client network (thin client session
screen - and login screen after the session on the right has been clicked).



https://www.debian.org/releases/bookworm/installmanual
https://wiki.debian.org/DebianInstaller/
https://wiki.debian.org/DebianInstaller/Preseed
http://wiki.debian.org/DebianInstaller/Modify/CD
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_Debian GMU-Linux installer menuw (BIODS mode)

Graphical install
Install

Advanced options

Accessible dark contrast installer menu
Help

Install with speech synthesis
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Select a language

Choose the language to be used for the installation process. The selected language will also be the default language for the installed system.

Language:

Bosnian

Bulgarian

Burmese

Catalan

Chinese (Simplified)
Chinese (Traditional)}
Croatian

Czech

Danish

Dutch

Dzongkha

Esperanto
Estonian
Finnish
French
Galician
Georgian
German
Greek
Gujarati
Hebrew
Hindi

Hunaarian

Screenshot

Bosanski
Bwarapckmn
E%mm
Carala
(&)
P (BERE)
Hrvatski
Cestina
Dansk
Nederlands
=r

Esperanto
Eesti
Suomi
Francais
Galego
Jadagma
Deutsch
EAANuIK@
Al
nay

fest

Manwvar

[2]

~

Go Back H Continue
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Select your location

The selected location will be used to set your time zone and also for example to help select the system locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other” if your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong Kong
India

Ireland

Israel

New Zealand
Nigeria
Philippines
Seychelles
Singapore
South Africa
United Kingdom

Zambia
Zimbabwe
other

Screenshot

Go Back ” Continue
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Configure the keyboard

Keymap to use:
merancngion ——— &
Albanian

Arabic

Asturian

Bangladesh

Belarusian

Bengali

Belgian

Berber (Latin)

Bosnian

Brazilian

British English

Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French

Canadian Multilingual
Catalan

Chinese

Croatian

Czech

Danish

Dutch

Dvorak

Dzongkha

~

Screenshot Go Back H Continue
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Configure the network

Your system has multiple network interfaces. Choose the one to use as the primary network interface during the installation. If possible, the first ed network interface
found has been selected.

Primary network interface:

enp5s0: Unknown interface

enp6s0: Unknown interface

Screenshot Go Back ” Continue
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Configure the network

From here you can choose to retry DHCP network autoconfiguration (which may succeed if your DHCP server takes a long time to respond) or to configure the network manually.
Some DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to retry DHCP network autoconfiguration with a hostname that you provide.
Network configuration method:

Retry network autoconfiguration

Retry network autoconfiguration with a DHCP hostname

Configure network manually

Do not configure the network at this time

Screenshot

Go Back H Continue

O debianedu
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Configure the network

The IP address is unique to your computer and may be:

* four numbers separated by periods (IPv4);
* blocks of hexadecimal characters separated by colons (IPv6).

You can also optionally append a CIDR netmask (such as "/24").

If you don't know what to use here, consult your network administrator.
1P address:

10.0.2.2/8

Screenshot

Go Back ” Continue
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Configure the network

The gateway is an IP address (four numbers separated by periods) that indicates the gateway router, also known as the default router. All traffic that goes outside your LAN (for
instance, to the Internet} is sent through this router. In rare circumstances, you may have no router; in that case, you can leave this blank. If you don't know the proper answer to
this question, consult your network administrator.

Gateway:

[20.0.0.]

Screenshot

Go Back l Continue

O debianedu 12

Skolelinux
Configure the network

The name servers are used to look up host names on the network. Please enter the IP addresses (not host names) of up to 3 name servers, separated by spaces. Do not use
commas. The first name server in the list will be the first to be queried. If you don't want to use any name server, just leave this field blank.
Name server addresses:

[20.0.0.]

Screenshot

Go Back ] Continue
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Choose Debian Edu profile

Profiles determine how the machine can be used out-of-the-box:

- Main Server: reserved for the Debian Edu server. It does not include
any GUI (Graphical User Interface). There should only
be one such server on a Debian Edu network.

- Workstation: for normal machines on the Debian Edu network.

- Roaming Workstation: for single user machines on the Debian Edu
network which some times travel outside the network.

- LTSP Server: includes ‘'Workstation® and requires two network cards.

- Standalone: for machines meant to be used outside the Debian Edu
network. It includes a GUI and conflicts with other
profiles.

- Minimal: fully integrated into the Debian Edu network but
contains only a basic system without any GUL

Profile(s) to apply to this machine:

Workstation

Roaming Workstation
LTSP Server

Standalone

Ooo0®0O

Minimal

o debianedu 12

Skolelinux

Really use the automatic partitioning tool?

This will destroy the partition table on all disks in the machine. REPEAT: THIS WILL WIPE CLEAN ALL HARD DISKS IN THE MACHINE! If you have important data that are not backed
up, you may want to stop now in order to do a backup. In that case, you'll have to restart the installation later.

Really use the automatic partitioning tool?

) Yes
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Really use the automatic partitioning tool?

This will destroy the partition table on all disks in the machine. REPEAT: THIS WILL WIPE CLEAN ALL HARD DISKS IN THE MACHINE! If you have important data that are not backed
up, you may want to stop now in order to do a backup. In that case, you'll have to restart the installation later.

Really use the automatic partitioning tool?

) No

(@ i\'esé
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Participate in the package usage survey?

The system may anonymously supply the distribution developers with statistics about the most used packages on this system. This information influences decisions such as which
packages should go on the first distribution CD.

If you choose to participate, the automatic submission script will run once every week, sending statistics to the distribution developers. The collected statistics can be viewed on
http://popcon.debian.org/.

This choice can be later modified by running "dpkg-reconfigure popularity-contest”.
Participate in the package usage survey?

) Yes
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Participate in the package usage survey?

The system may anonymously supply the distribution developers with statistics about the most used packages on this system. This information influences decisions such as which
packages should go on the first distribution CD.

If you choose to participate, the automatic submission script will run once every week, sending statistics to the distribution developers. The collected statistics can be viewed on
http://popcen.debian.org/.

This choice can be later modified by r ing "dpkg-reconfigure popularity-contest”.
Participate in the package usage survey?

) No

O debianedu 12
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Set up users and passwords

You need to set a password for ‘root’, the system administrative account. A malicious or unqualified user with root access can have disastrous results, so you should take care to
choose a root password that is not easy to guess. It should not be a word found in dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and puncruation and should be changed at regular intervals.
The root user should not have an empty password. If you leave this empty, the root account will be disabled and the system's initial user account will be given the power to become
root using the "sudo” command.

Note that you will not be able to see the password as you type it.
Root password:

[..............

[] show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

(esssscsssssses

[] show Password in Clear

Screenshot

Go Back ] Continue
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O debianedu 12

Skolelinux
Set up users and passwords
A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for emails sent by this user as well as any program which displays or uses the
user's real name. Your full name is a reasonable choice.
Full name for the new user:

Server Administrator

Screenshot

Go Back l Continue

O debianedu 12

Skolelinux
Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should start with a lower-case letter, which can be followed by any combination of
numbers and more lower-case letters.
Username for your account:

server-admin|

Screenshot

Go Back ] Continue
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O debianedu 12

Skolelinux
Set up users and passwords
A good password will contain a mixture of letters, numbers and punctuation and should be changed at regular intervals.
Choose a password for the new user:

[..............

[] Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

(esssscsssseses

[] Show Password in Clear

Screenshot

Go Back l Continue

O debianedu 12

Skolelinux

Finish the installation

Instalflation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the installation media, so that you boot into the new system rather than restarting
the installation.

Please choose <Continue> to reboot.

Screenshot

Go Back ] Continue
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tjenerintern Tue, 09:05 en_U

(I

Enter your password

Cancel LogIn

¥ Applications = (@ Welcome to «wwws: Info ... EI S O @E A ZD%BQIB'W DebianEdu Server Admin

@ Welcome to «www: Info page for a Debian Edu installation — Mozilla Firefox A - O X

Welcome to ewwwa: Info page X | +

@ O & https:/iwmww 7 B =
[catala] [dansk] [Deutsch] [English] [espaiiol] [francais] [Indonesia] [Italiano] [norsk] [Nederlands]
[Portugués] [Portugués do Brasil] [Roména] [Pycckmii] [FX] [H#58] LocCAL SERVICES

+ Documentation
+ GOsa® LDAP

~Jdebianedu e atasn

: « Printer administration
Skolelinux e
+ Icinga
+ Munin
3 3 « Sitesummary
Welcome to Debian Edu / Skolelinux .
If you can see this, it means the installation of your Debian Edu server was successful. Congratulations, DEBIAN EDU
and welcome. To change the content of this page, edit /etc/debian-edu/www/index.html.en, in your + Weh page
favorite editor. « Wikipa g’g
On the right side for this page you see some links that can be helpful for you in your work, administrating a © il g
Debian Edu network. + Collected package usage

« The links under Local services are links to services running on this server. These tools can assist you in
your daily work with the Debian Edu solution.
» The links under Debian Edu are links to the Debian Edu and/or Skolelinux pages on the Internet.
> Documentation: Choose this to browse the installed documentation
= GOsa® LDAP administration: Choose this to get to the GOsa? LDAP administration web system. Use this
to add and edit users and machines.

[ LERI
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Q ) 3 A 20%39]119"10 DebianEdu Server Admin

¥ Applications =

Q Run Program...

Terminal Emulator
B File Manager
Mail Reader
@ Web Browser
[ Settings »
éh Accessories »
»

@ Development

* Educ [l “* Astronomy »

[f+] cames » &l Chemistry
& Graphics
@ Internet » & Electricity b & KTurtle
B multimedia » [ Games P % Scratch -
Eﬂ Office » U Geography P T Thonny @ debla rledu
 system b -2 Graphics » Skolelinux
About Xfce & Kids »
® LogOut & Languages »
A% Mathematics 4
A Miscellaneous 4
J” Music »
% Physics »
&l Science »
B video 3
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i Debian Edu Thin Client
P @tjener

w XFCE

™ fullscreen

1Y)
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' Debian Edu Thin Client
XFCE on tjener

Login: |
Password:

Cancel

7.1 BFRITORNFIR

FH—N=DAV A=V TRAND L= =T AI VM EFRLEL I L TFDOX TR IDT AV M [HADI—
—1ELET DT AIYMIFERNBRT ATV TT I R—LTALINIMERIE 700 ICEYRNINET (ZOHEADITT
R=IIITIVEATEDLIICTBITIE chmod o+x ~ BMBETT ), ZLTIRADLI—F — & sudo ZFE>T root (TN
3

I —H—%3EBINY BAEIIC, Debian Edu ICFADBEBMICDOWTIF ALY AT LADT V2 AR EETA TIWERARY Y
—ITUTEREIFHE LTI,

AVAM=ILBIITRADOI—HF—1&ELTETPOARVEWNTRWNT E:

1. FH—N—icay14LEY,
2. GOsa2 TaA—H—%BiLEd,
3. GOsa2 TI7—YJART—>avaBMLET,

A—Y—PI—IRFT—2aVOBIMCDWTEL T TEMICERBALTVWET, COEIINBT . 2 THATLEIW, &R/ME
DFIEEELLATIOAEC FEAEDIZETHEERZETDMOEIRICDOVWTERNTVET,
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There is additional information available elsewhere in this manual: the New features in Bookworm chapter should be read
by everyone who is familiar with previous releases. And for those upgrading from a previous release, make sure to read the
Upgrades chapter.

& HLE— M7 DNS BENTOVIINTWSRY NI —I%ZFADBEIE AV —Fy b LORANSRICHTE
@ DNS H—N—%FHEIBEERNIEDHYET ZDHBEIFED DNS Y—N\—(IH LT ZOY— /" —H TErEH —
/N— (forwarder) ] 72EWD ZEZRAMT DU ENHYET ., /etc/bind/named.conf.options 771 L z#w&EL T . FIFH TS DNS
HP—R—D IP PRLRZIBE LTI,

HowTo DETIXEISAZAVYREV M ZLTILHIEBADOIBELEEH LTWET,

711 EFH—N—TEMFIZH—ER

FH—N=—THELTWET—ERDWONE VI TRHATEERTEIT UTFTEY —ERITDVWTHBALTWEZ
ED

7.2 GOsaz DN

GOsa2 37T R—ZDEEY— )L T Debian Edu DEBREIEAARETT,GO0sa? (LROERIEEHDOERE (GBI EH. HI
BR) BN TEET:

» A—H—DEHE

= NIS RYRTI—TEE

» YVVDER

« DNS B

« DHCP &1

GOsa2 ANDTF 7 RITIE Skolelinux DEY—/N—=&E DT TZVHNAVZARN—ILINT (VFATVR) SRATLNBET

T REIDWTURERY —/N— (TEY—N—]ETNLTSP $—N—1 &=V RFT—2av 1 DTAT7/IV) ELTIV B
—IVEINFEY—N—1S5EFNTALKRTY,

If you (probably accidentally) installed a pure Main Server profile and don't have a client with a web-browser handy, it's
easy to install a minimal desktop on the main server using this command sequence in a (non-graphical) shell as the user
you created during the main server's installation (first user):

$ sudo apt update
$ sudo apt install task-desktop-xfce lightdm education-menus
$ sudo service lightdm start

GOsa2 ADT VAT T TSI HMS URL https: //www/gosa KTV EZALIHZRMDI—H— & LTAVIVLET,

= |f you are using a new Debian Edu Bookworm machine, the site certificate will be known by the browser.

= TOTHRWEEIF SSLARAENRELEVWDIIT— Ay E—IDNRRINET KXY T—JICE=FEDNVWRTERET
EDREAS, TF—RERLTTSUHICEDIRAZELHRE LTIV,
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7.2.1 GOsa2 OO AV &15E

& GOsa ®

A : Welcome to GOsa

Administration . .
Administration

Directory structure

Users
=] e X a8
Groups .
Directory structure Users Groups Access control
Access control
Manage organizations, organizational Manage aspects of user accounts Manage aspects of groups like Control access to GOsa managed
Object groups units, localities, countries and more like generic, POSIX, samba and mail members, POSIX, desktop, samba objects down to attribute and action
settings and mail settings level
Sudo rules
NIS Netgroups
Syst
ystems e '9
Addons Object groups Sudo rules
Preferences Combine different types of objects to Manage all aspects of system wide
make use of this relationship sudoers definitions
LDAP tools
Password
Management
2 +
% o

NIS Netgroups

NIS Netgroups management

Systems

Manage systems, their services and

prepare them for use with GOsa

GOsa2 NDOOY 114, GOsa? DFERR—IDRIRINFE T,

AV AZ2—FIRLY . HDIWVIHBER—TDIRITAAV %)y LGERTEE T EAMIEEEARIOA=2
—EHEBDLET,G0sa? DETDERR—ITHHTEET,

Debian Edu TIE7 ATV R T I —T AT LERIZ LDAP TALIMICREINTVWET  ZOTF—YIEEH—/N—F
BT RYNT=I LD (FARYLR) 7=V RFT—2aV% LTSP 4 —N— ZOMDOT IV THEEAINET, £HEP
HEFIIODWTDTHIYMNE—FE LDAP ILERET R ITHEATELYLDAP ILREIN/IERIE Skolelinux Ry k7
—I2FEDETDOIRTLDNSHATESLIICAYET,

GOsa? I, ERFY (department) 7REDFEEHBEDBEREE% LDAP OFIATERRLTWEY . & EMIEIC1I—Y—T4h
DN T =T SV RT L. RN I —TEEBINTEET, BRI OEBOEIEREBETIEHYET A, GOsa2/LDAP DREE
S A F > TERDMBEE% Debian Edu EH—/N—® LDAP F—4V) —|ICRMIEBIEETEFT,

T 74 INTAY AN—IVLT=35 & Debian Edu EH—/3—ITIFEE (Teachers) E4LE (Students) @ 2 DDERFAE LDAP
DAR=2VY)—DEEINF T EFEDT AU MEITStudents ] BBFIC, BUE X [ Teachers | BRFIIBINT B &ICRYE S, &
AT L (Y—/3— Skolelinux T—V AT =3y, TYU %) IFREN—ALNIVTEMT 2 EIBRYETT, OISO
WTIEERICEIFFREIREAEIV (FIAEERT V=TI A——%ERL TR T IV—FITHRBOR—LT (LYK
B ZBFEMNIDY =27 ILD HowTo/AdvancedAdministration ICHYET),

WIBLIWYRVBIC (A—F—BE, 7 —FEE, Y27 L BEE) GOsa? [EBBRINTNBEA (PZTDOR—ZLA
V) KUK TELET,

7.3 GOsa2 IC&B1—H—&E18

FPEROFET—2avA=a—(lHBUsers1 &0 ) v LET . BE DG RID Students] ¥ [ Teachers] DEBFI 7414
—(DFE GOsa?2 M Administrator (RHNIERLIc2—H—) DT ATV MDRRFICEDYET ZDORD LIC Base &WVD
T1—ILRBERRINET YV REZOHDIBEIE DL, ROV T I I A a2V —EERICKRRINET, 22 H
SITWWRE (BIAIEFH LWL —F—DEM) OXREMRDTAINY —%BIRLTLEIL,
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731 1—Y—DEMm

V) —DFES—aVIEBDBICT Actions ] AZ21—ARAFIINET  YIVRAEZZIOEBO LICBHIES S, BEICH T X
Za—hARRINFF [ Create] ZBA T, ZL T User | ZBIRL LIV, A—F—{ERR VA —RNICEARZE T,

» JITROLBEBELADIFTYTL—h (newstudent ¥ newteacher) & 1—H'—D 7L R—L (BERSR) TY,

s DAY —RIIR->TEDDE GOsa? REZBZHEICLTA— Y —BZEEBERLEIT . ILFRELAVWI—F —ETISH
ERICER T 57D, IV R— LD A —DI—F —DNEHVTEEBICIIBYI A EL (BERABDLIR) T
AF—XFERUVINF—LALTIE GOsa? [FEDRA—F —BZERTDAEMENHYTI DT, TEBLLIV,

s ERIN A —ZTRABERIFZERF. ROV T I I AZ2—THlOI—Y —ZBRFHEBIRTIETN D
AP =R TR —REEHICRETIIELETEEFRA (BRI INALLI— Y —REEETBICIE. IT49T
/etc/gosa/gosa.conf &FX.location definition]DIBANA T3> & LT allowUIDProposalModification="true"
ZEMLET,)

» VAP —REETIEBE,G0sa? (FHFHLWI—HF—DIFTHRERRLET, LHDI T2 F>THEEZBEL TEI W,
A—H—EME (VAP —RTADERIAD 2 LBERICOVWTIIDERE TEREIZ2UEIIHYEEA). A TOMBICHS
Okl RS> &IVYILET,

RIRERFEE LT GOsa2 IFILWIA—H—D/NRAT—REEWVWTEZ T2 MAALTETDREICHS [Set password | RE >
=))vy b’C(TC“I’SL‘o& IRAT—RIZIEEARVWLFELHYET,

PN E LA, 1~ — D —BRICHLLI—F—ARRIN, TORY T~V HDERED Skolelinux TV
DA—HF—BTOTAVTEBLIC O TVET,

7.3.2 1—Y—DOKRR.LTE, HIE

& GOsa o

A » Users » Teachers

Administration List of users

Directory structure

1€ < A& C ™§ ou=Teachers +«  Actions = Y - Q
I Users o Defaltiier
Groups Show templates
. ) . .
Access control D Sumame Show POSIX users [ Froperes et
Object groups O 2 Hisen Show SAMBA users frarhir = ’ w o
Sudo rules [0 @ NewTeacher Show mail users newteacher 20 + /£ 0

NIS Netgroups «/  Search in subtrees

&, 2,

Systems €2 Editfilters...

Addons

Preferences
LDAP tools

Password

Management
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A—H—%ZH HIFRT B0 GOsa? AF>TYRATALALEDI—HY—BAERRLET BEPRIYICFilter] &L S
BHYEY, I GOsa? MR L TWBIREY - TI . A=Y T7HIVINY) —DETICHZD ML HLRWGH I
GOsa?/LDAP V') —® Base LNJUICHEENIETH S [Search in subtrees| 7 72 av % f>TRELET,

[Filter & RIELIS, TCICRD—EBE1—HhRORRICKMINE T, ZH1TIC 1 DDA—HF—THIOVMNERRL. 1T
D—BARAICIZI—Y—DRE. 7Aoo bDOYY R AT—REBE. I——HIBREWS T BREDTA AV I L VET,
A—H—|lETREREEEEETCIAHLLIR—IUIRRIINET A —F—D/NRT—REZEE L, A—Y—DFFEY IV
—S—EEELHELET,

& GOsa ®

A » Users » harhir > Students

Administration Generic POSIX Mail ACL References

Directory structure . )
Personal information

I Users
Last name” Address
Groups Hirsch
Access control
First name* Private phone

Object groups . Harry
Sudo rules — Logi Homepage

NIS Netgroups
Personal title Password storage

Systems ssha -

Addons Academic title

Change picture...
Edit certificates...

Preferences

Date of birth Restrict login to
LDAP tools
Password Sex
Management -

Preferred language

IP or network
'[: ou=Students Add

7.3.3 /NAT—REEFE

EFIFEBDDI—H—HT GOsa?2 ILAOTAV L TEBETNRRT—REEETEXI,G0sa2 ~NDT7 IV ZRADFED /. T
RONITDYRT I (FTE Y RTLRTE) A=21—ITTGosal EWVIHB A HYF T, AT 1V LIEEITTH LTI RN RD
N=23YD GOsa? MBTFINET ERBHDTAVYNT—FENRAT—RRETATOATADT VLRI TES L
ITHLTWET,

GOsa? ILBW T . BBDA—H—ZTOJ 1V LAEHBITIE FHRIERLSHYE T, LUMERDH S GOsa2 DE1—HKT
TN EEFEDOTHIVINDNRRAD—REZEBTEET, CNIIRETEBIENIELAFEFEA.

EERFETI—HY—DFHLWIRT—RERET BT,

1. EEBTHBALTWAEIIICLTEERE T 1—H —%KR%RL,
2. A—H—EZDARRINTWBITOREZLYICHIBDO®REI)vILET,
3. RICRRINBR—IUTEDI—H—DFHLWAIRT—REHZRETEZET,
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& GOsa o

A > Users

Administration Change password

Directory structure i i i o )
To change the user password use the fields below. The changes take effect inmediately. Please memarize the new password, because the user wouldn't be able fo login without it

Users
I Mew password Repeat new password Password requirements:
Groups
? ® o}
55 control + The password must have at least 1 characters
~/ The password must contain lower case lefters.
Ohject groups
The password must contain upper case letters
Sudo rules

x
X The password must contain digits.
x

NIS Netgroups The password must contain at least 1 special

character, e.g. !, @ #,8, %, " & * 7. _ ~
Systems

Addons

Preferences
LDAP tools

Password

Management

Be aware of security implications due to easy to guess passwords!

734 SERI—Y-EE

GOsa? Tl CSV 77/ IV ERMAL T A— Y -2 REBITERTHIEETILTCSV T71VIRAEDDEVWPTVRT LYK
=M TRILT (BIAE Localc ) FICLYER TEE T . RIERVLERIER I —Y — ID. . & /XRT—RTY, B—
D1—H— ID MEHEHTIAWIEEZHR LTIV, ZOR, BEED LDAP @ uid (ZNIFAYYRZA1V T getent
passwd | grep tjener/home | cut -d":" -f1 ZERTINITEETIET) LA THRELTIEIW,

CSV 774 VEDTF—IFRICOVTEE A BYET (GOsa? F—IHRITOVWTEARYBLLWTT):

HEBORTYLFICIEEAD | EFE>TEIW,

SIART HEELAVTEIWN,

CSV 771IICAYS 1T (BEEEAREEBBLTVST) 22O TIVFEE A,
IHBEDIRICIEE X732, GOsa? TREAVR—MfTIBRICERTEET,

REAVR—FDFIE:

1. EOFES—3VIEBICHBTLDAP Manager] V> 0% 7)) LEY
BEEARICHS Nmport |9 T50) vy LET

AVR—NFBIA—F—BEZIERLTVD CSV 771 EO—HILTARINSEIRLET
A—HF—FUTL— IO REBAVR—MIBAIEZEDEEIRLET ( NewTeacher ¥ NewStudent %)
ETORBICHB Nmport | RY VA&V )vILET

A
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RAIVKOEDNTARELTECERWTLEIBREDI—H—%F o7k CSV 771 & F>T ETHIFRLTKEIW,

Same applies to the password management module, which allows one to reset a lot of passwords using a CSV file or to
re-generate new passwords for users belonging to a special LDAP subtree.

& GOsa ®

A : Welcome to GOsa

Administration Reset Passwords
Directory structure ) i
Configure password reset options &
Users
Please configure options for this run of resetting user credentials.
Groups
Access control
. Upload a credentials file (CSV format). O Reset passwords of accounts in a certain organizational unit of the LDAP tree.
Object groups
File format: CSV, comma-separated, no quotes, two columns: Change passwords for accounts in this OU subtree
Sudo rules N skole - Debian-Edu -
[ <uid>, <userPassword>

NIS Netgroups Length of auto-generated passwords:

Systems Browse 12 -

Addons

Preferences

LDAP tools

Password

Management

7.3.4.1 Adding users from the command line

User accounts can also be added from the command line using the 1dap-createuser-krb5 tool, see the documentation
in the Administration HowTo




Debian Edu / Skolelinux 12 Bookworm ¥=177JL

61 /98

7.4 GOsa2 ICLBT I —TEE

# Groups

Directory structure

Users

Groups
Access control
Ohject groups
Sudo rules
NIS Netgroups

Systems

Preferences
LDAP tools

Password

Management

Generic Mail ACL

Group name*
class_22_2026|

References

Group members

Description
Class 22 graduating in 2026

"3/

[ Forcecip

D Samba group -

System trust

Trust mode
disabled

in domain

DEFAULT - Add

o e |

A : Groups

Directory structure

Users

Groups
Access control
Ohbject groups
Sudo rules
NIS Netgroups

Systems

Preferences
LDAP tools

Password

Management

List of groups

ko« M C g

D Name

Students [all students]

]
BB Teachers [all teachers]

AN class_22_2026

== gosa-admins

- icinga-admins

jradmins

- nonethblk

&% printer-admins

Oooo0o0Oo0oogao
"

== Sserver-admin

[ P

—~ Actions ~ Y -

Description

Class 22 graduating in 2026

GOsaz Administrators.

Icinga Administrators

All junior admins in the institution

Users that should be unaffected by network blocking

Printer Operators

Group of user server-admin

Properties

Actions

A Y T T T %
" = m = = =
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TN—TERBFI—H—BREARYLUTVET,

TIN—FZEIARIEFRBEANTEET HLWIT I —TEERT BEELDAP VI —DIELWWARILERIRLTWSZE %
Dlu\l./f(f’_‘s\:\

FILKER L2 N—TIC2——5BINT 510, A —F—D—BICRYE T, (ZIFHERIC(filter 1 2> T2 —H—%1F
TDOHNRWTLEI ZITH LDAP V) —DLRIVEFERLTLIE I,

TIW—TERTAALLIIN—TIZBED unix FIV—TTEHYF T, TD/H. 771 ILDIEREBICEFIATEET,

7.5 GOsa2? IC&BTIVER

T VEBRTIFEARMIC Debian Edu RYMT—VICERINTVWELTOYI VBB TEET,G0sa? ZF A LT LDAP
FALONNTBIMULET SO VIS TSR RN IP PRLRAMAC PRL R KXV £ (BE intern”) AN ET,
Debian Edu #EOELEMAHRBBICOVWTIIDIZaT7ILDLEDERDEASRL TIEIWN

BEA VY —N—TRTARILAT—IRT—av eV ISATVMIZFDZEZEREATEZY,

FARIEBT—HRF—2ay (B LTSP Y —R—%88) BB T GOsa? TEELET. ZOBETYIVEED
Kerberos )220 (FHADY NDFE) EFAET S keytab 7740J)L (/SRAT—RELTHAINZBIEHRERFF) HNEKS
NEF I keytab 77— —DR—LTALINIEITIVNTBIDICT—VRT—23V LITHETY,, 771V %A%
BERICHEEL T oot ELTAY M1 /usr/share/debian-edu-config/tools/copy-host-keytab Z#E{TLET,

BEIC GOsa? TEREFHDY AT LRIFTDT) 2 N)LE keytab HEM T BITIE, EH—/3—IC root &LTOYTI1V LTI
TEEITLES,

/usr/share/debian-edu-config/tools/gosa-modify-host <hostname> <IP>

ER: RRAMD keytab £ A HEA Y AT LY A T workstation, servers, € LT terminal DD H T, netdevices &
BHERARYNT—UIFA4TVh HowTo IC NFS BREA TV avERZHLTVET,

To add a machine, use the GOsa? main menu, systems, add. The name of the machine is expected to be a valid unqualified
hostname, do not add the domain name here. You can use an IP address/hostname from the preconfigured address space
10.0.0.0/8. Currently there are only two predefined fixed addresses: 10.0.2.2 (tjener) and 10.0.0.1 (gateway). The addresses
from 10.0.16.20 to 10.0.31.254 (roughly 10.0.16.0/20 or 4000 hosts) are reserved for DHCP and are assigned dynamically.

GOsa?2 T MAC 7KL R 52:54:00:12:34:10 DHRAMIEE IP 7KL AZEIY B TBITIE MAC PRL R RANAIP 7RL
AEBRETDHEMNHYET Propose ip RYV %V vIT3E 10.0.0.0/8 DEFEARDRHOBEEZEXT KL A&ERRL
FT.CORETHDOTIIVEBILZGEIE 10.0.02 DLIBRTRLRIARZTLLEIFTRYNT—IBRICDOVWTEL
THWTKEIW: HIZIE 10.0.0x T x A¥ 10 A5 50 (FH—/3—F.100 L EIFT7—IRAF—>avBRETYT BmLiy
AT LDBEWEEENBWVWTLEIW, ZIF5EFH—N—%FIAE LT MMOEV AT LTEVYRTAAVHIRRINE
ER

ROV VISATUNTARILRT—IRT—2avELTT =R INTWBRIGEEY. Xy D —V %M BAT2707
FANWBEFE>TAIYV A= L INIBEITIE, sitesummary2ldapdhcp AV FhEFIHTBIETIYU V% GOsa? IZB
BHICEBMTEIT BMABROTI VDB RRETDEXFEAZ T MAC PRLADNERH DYV TR ERICE
DRYRT—VTHE>TVWBTRLZA%EFEIRLTLZ IV sitesummary2ldapdhcp -h TEWHICBELTEHRELTVWET,
sitesummary2ldapdhcp DERARICKTIING IP PRL R BIBIICEIY Y TS (DHCP) #EIRDT7RLATHDIE%
FEERL TSIV Y AT AR TRY NI —VBRICEDE LW AT LD ZFEZRZE LY. DHCP ¥ DNS 28531t
L7zY FBBITHELTRY N IV —T (LLTFDRI) =223y halSRAEIV) OEBIRETT ZTNODEERZICIE
VAT LEBREEBLEIV UTDORI =0 ayhDEI R BEFIRICAYETS:

root@tjener:~# sitesummary2ldapdhcp -a -i ether-22:11:33:44:55:ff

info: Create GOsa machine for am-2211334455ff.intern [10.0.16.21] id ether-22:11:33:44:55: <
ff.

Enter password if you want to activate these changes, and “c to abort.
Connecting to LDAP as cn=admin,ou=ldap-access,dc=skole,dc=skolelinux,dc=no

enter password: k¥kikkkkk
root@tjener:~#




Debian Edu / Skolelinux 12 Bookworm ¥=177JL

63 / 98

# Systems

Adn tion

List of systems

Directory structure

1< < «~ ctions = -
fh C { Acti Y
Users
Groups
D Name Description Release Actions
Roles
Access control »m Students [all students]
Object groups ] Teachers [all teachers]
Sudo rull y
o rules O o am-22113344557 o /
NIS Netgroups
O = gateway o/
| Systems
[a ] tjener Main server; modify only if 100% sure. o /

O

W ®2,0,d,;

Preferences
LDAP tools

Password
Management

M > Systems

tion Generic

Admir NIS Netgroup

Directory structure

ACL

References

Properties
Users
Workstation name* Mode
Groups am-2211334455f Activated -
Roles Description Syslog server
ss control default -
Object groups Location
Sudo rules . Inherit time server atiributes
Base”
NTP server
NIS Netgroups "a o
tjener -
| Systems
Add Delete
Addor hd
Preferences
LDAP tools Network settings
Password IP-address
Management 1o.0.1621

MAC-address*
22:11:33:44:55:fF
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@ GOsa

> Systems > am-2211334455ff

Admin tion Generic NIS Netgroup ACL References

Directory structure

Properties
Users
Workstation name* Mode
Groups wsO1 Activated -
Roles. Description Syslog server
<5 control default -~
Object groups Location
Sudo rules B B innerit time server attributes
ase”
NIS Netgroups "5 T server
tjener -
| Systems
- Add Delete
on
Preferences
LDAP todls Network settings
password 1P-address*
10.016.21 Propose IP +
MAC-address*

22:11:33:44:55:4F

Auto detect

./ Enable DHCP for this device

C

Parent node
(tjener) dhep

- Edit

«/  Enable DNS for this device

Zone
TJENER/intern

settings

TTL

A » Systems > ws001 > unconfigured

Directory structure

I< <
Users
Groups
Access control D
Object groups L]
Sudo rules »
NIS Netgroups D 7
| Systems

O =

(3

O =
Preferences

O =

)

LDAP tools

O =
Password
Management D A

O =

O =

[ B

m; %

DNS #E#79 5 cron Va7 IdEBREELF T su ¢

Please select the desired NIS Netgroups

o Cc " «

Common name

Students [all students]
Teachers [all teachers]

all-hosts
cups-queue-autoflush-hosts
cups-queue-autoreenable-hosts
diskless-workstation-hosts
fsautoresize-hosts
Itsp-server-hosts
netblock-hosts

printer-hosts

Description

All netgroup members

Flush CUPS print queues automatically every night

Re-enable CUPS print queues automatically every hour

All diskless workstations

Run dehian-edu-fsautoresize automatically

All LTSP-servers

Hosts where network blocking should be enabled

All machines with a printer

ldap2bind AEIEFEETEHILHIELETEET,
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7.5.1 TIUDRE, YR

TV DRFEPHIFRIE - —DRBEPRIFRENMRY B TWE ST DT ALY,

75.2 BV VDZEE / NetGroup DEHE

GOsa? %fF>T LDAP W) —IIx v &EBIMLZE, (A—Y—DBEEEEMKIC) MREEEEF>TIIVEEV)vITEE
IUVDEMAEEECTEET,
ZDVATLIEBDOERIIEICRTE A - —BEDEEEMUTOWETH . COXRTIKBIDEKICAYET,

For example, adding a machine to a NetGroup does not modify the file access or command execution permissions for that
machine or the users logged in to that machine; instead it restricts the services that machine can use on your main server.

T 74N TAV AM—JLLTZERIED NetGroup
= all-hosts

= cups-queue-autoflush-hosts

= cups-queue-autoreenable-hosts

= fsautoresize-hosts

= |tsp-server-hosts

= netblock-hosts

= printer-hosts

= server-hosts

= shutdown-at-night-hosts

= shutdown-at-night-wakeup-hosts-blacklist

= workstation-hosts
NetGroup #EBEDIRIRD AR

» N—=T423VPAXDEE (fsautoresize-hosts)

— ZDY I —T® Debian Edu ¥ Vi LVM R—F 423V DBRENBYRARDZEBEMNICHAXAZTELET,

RE DYV vy M (shutdown-at-night-hosts & shutdown-at-night-wakeup-hosts-blacklist)
- DY I—T D Debian Edu Y VIZEHEDH. REIZBEMICEREZZELIT,
« T)UIDER (cups-queue-autoflush-hosts &R cups-queue-autoreenable-hosts)

- ZDY7 V=7 D Debian Edu YT VISHIRIF1—4EK BENICEICL. BEEMEINHRIF2—rHhiLEE
HELET,

» AVH—RYNTOERHIBR (netblock-hosts)

— Debian Edu machines in this group will be allowed to connect to machines only on the local network. Combined with
web proxy restrictions this might be used during exams.

8 T)UANEIE

TV D—TERBITIETSIHY DS https://www.intern: 631 ICTF VAL TLIEIW, — &894 CUPS EEEEE R
BRICT ) S DE - BIR - EBEPERIF 12— DBMRA AR TY . T 74/ N TR IFHNOI—F— | DAL EREFHET
M. GOsa2 T1—H'—% printer-admins 7 I —FICEFKTZIE THRETEET,
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8.1 T—URFT—YavilERINLTIVI—DRMBAE
p910nd 37—V A7 —>av DT OT7MINEEDIBE. Y AT LAILBEMICA Y AM—ILINTWE/YvT—ITY,

» /etc/default/p910nd ZRDELIICHREELFT (USB i 79— DIHE):

— P910ND_OPTS="-f /dev/usb/Ip0"
- P91OND_START=1
» FH—N—OITTAVH—TTAR https://uww:631 BDOTYVIEZRELE T (A—HA—TFVRPEFICAHLST)

FYRNT—=0FY D AppSocket/HP JetDirect ZIEIRL T, ##HE URI IT socket://< T—PU RT—3 VD IP
7 RL R >:9100 ZRE LTI,

8.2 RwhI—HUTY %

FyRT—0 TV DEEFERKEEGEMICTEILEETITOLET ZTDRDYIC GOsa? TEE IP 7RLREZRELT
AppSocket/HP JetDirect XY I7—0 )V HELTERELET,

9 BFZIDEHA

The default configuration in Debian Edu is to keep the clocks on all machines synchronous but not necessarily correct. NTP
is used to update the time. The clocks will be synchronised with an external source by default. This can cause machines to
keep the external Internet connection open if it is created when used.

«"i'“» HFAYILT YT ISDN ICLDRERESHIDERTIE. COT IAINIRENSERLEWGEDHEIMELNEFE A,

NEBDBFZIE DR TEMICT BICIEEY—/N—D Jetc/ntp.conf 77 ERELE T . server DIEE DRIIC"#" %10
ATCTIAYRTPIRLNTP H#—/N—% root T service ntp restart ZE{TL THEEILEXT, AERIFL Y —R%&FE>TL
BRI BICIE ntpg -c 1peer AEITLTEI,

10 NN—F12av2EDiiR

BN —T1 a3V IR B G HIGEREI, —HBDN—FT 123V TAV AR RICEEREN TR THIENHY
F,ZOWo/c/NN—FT 423V EHERT BITIE root T debian-edu-fsautoresize -n Z#E{TLET, ISABIFHRICDOW
TIE. BE—Z HowTo DEDI/NN—F 42 a VA XDERE | R TLIEIN,

11 &S

11.1 YIRITTDERH

ZDEITIE apt full-upgrade DEWEZERALET,

apt DFEVWHIFRICEM T, VAT LEZEFHTIDICDLERDIE root TARYRFAVHS 2 DDIAY VN apt update
(FIFATRE/ Ny r—2 — B %A EH) & apt full-upgrade (YT I L—RBFIATERIITR ST\ =% TvTTL
—R) ZR1T937EIFITY,

A7 —Z"C" ZFE>TTFYTIL—RL REBTOHNEZRRLTHIEETREKEIWV, BB EROREL Y I UF]
ATHRICIIDOIEDHYET,

LC_ALL=C apt full-upgrade -y
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debian-edu-config D B ¥ & &, Cfengine D :91 E77A4NLDEEINTWL 6 ZEDNHY FE T.1s -1tr
/etc/cfengine3/debian-edu/ Z# KT L TCIHERKEIV.ZEEFEZRM T 335 & 1F.LC_ALL=C cf-agent -D
installation ZRITLTEILY,

It is important to run debian-edu-ltsp-install --diskless_workstation yes after LTSP server upgrades to keep
the SquashFS image for diskless clients in sync.

FH—N= LTSP H—N—=TOT77MIWVEELIRTLDYV)—RT YT L —RBFICIE debian-edu-pxeinstall %3
fILT PXE RIREZEH I 2LBL DY,

cron-apt & apt-listchanges 4V AN —JLLTZRIARDTRLRICA—ILZ2ZEDLIIERETHIELTEET,

cron- apt IE—H—E.7yF I L—RTEZ T —JIIDWTA— L TCRAILES . 7Y T I L—RE/ VA= LIELEE
AD CBERMEIC) ¥7>0O—RK9 578, apt full-upgrade ETRDFLEFEAZEMHETIET,

BEICEHDAVAMN—ILETHIZELBEICTETE T,unattended-upgrades NV —I %AV AM—I)LLT
wiki.debian.org/UnattendedUpgrades MDERBAICHE>TERET B7/ZIFTT,

apt-listchanges CTHTL\L\ changelog ZBFA—JLICiES7Y) apt ETFFICIHARBIEICKRRIE /YT EIENTEET,

11.1.1 EFa)F(FBHICEAT2RANE=ZITRYEITS

Running cron-apt as described above is a good way to learn when security updates are available for installed packages.
Another way to stay informed about security updates is to subscribe to the Debian security-announce mailinglist, which has
the benefit of also telling you what the security update is about. The downside (compared to cron-apt) is that it also
includes information about updates for packages which aren’t installed.

11.2 N\yo7yv S EE

N7y T HEBETBINETSUY T https: //www/slbackup-php ICF I EZALET, DY A RADTIEAITIL SSL %
BRATIVEDNHYE T root NRAT—REANTILENHZ/HTT,SSL BLTOTI/ERITEZEA,

l‘i"'l Note: the site will only work if you temporarily allow SSH root login on the backup server, which is the main server
(tjener.intern) by default.

By default, backups of /skole/tjener/home0, /etc/, /root/.svk and LDAP are stored in the /skole/backup/ directory
which is managed as separate partition by LVM. If you only want to have spare copies of things (in case you delete them)
this setup should be fine for you.

l‘i"'s ZDFHETIRN—RRZAT OYIB M E I T B\ o7y FITERYE R A,
TN — =T —THER BIDN—RRSA TN I T T LIEWGEILIBRFOREEL VD ERETILEDN
HYFY,

74— 2R E B BIEWGEIEAT VR IAVEFHT2O0NREDRRERYET:

$ sudo rdiff-backup -r <date> \
/skole/backup/tjener/skole/tjener/home0/user \
/skole/tjener/home0/user_<date>

ZhiE < BfY > @ /skole/tjener/home0/1—H—ZDHNAE% /skole/tjener/home0/1—H—F& < BT > 7+
WE—ITHRLET,

BIBIEZVDODT7MIL 1 DEFRS DT TAVI—TIAADET7AIL (EN—=T3Y) BRIRLTZEDI7(IIVLIEITES
7vO—RTEXT,

AWy I Ty TEELTLEWNZWESIE. Ny I Ty T R—I DX =a—h 5 Maintenance] ZZIRLTHELTBL<EHD
2AFvTavhaBERLET:
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Maintenance
tiener[» | Choose | Oldest snapshot to keep: 2013-07-02722:30:04+02:00(~ | Delete older o Eltstme
e Confi
* Restore
+ Maintenance
* Logout

11.3 H—/N—BE47
11.3.1 Munin

https://www/munin/ M5 Munin BRFHRES AT LEFATEF T, VAT LREBOREREREZB. B B. FEATIS
ZICLTRHEL EEPV AT LHEOREZRL WAV AT LEBEEIELET,

Munin ICKYEEIRINE YLV — &L sitesummary ICHRELTWBRZAN—EMNSBEHICEKINZE T, munin-node /3
T=IDPMYVZAR—ILENTWBRAMILET Munin ICEBERNRICERINE T cron Va7 DEITIRDH . EAIN
=<V H Munin OERIRICAZETISER 1 HODYET BT H7DICIE, sitesummary DY —/N— (BEZEY
—/N—) T sitesummary-update-munin % root TE{TLXY,/etc/munin/munin.conf 77 LA EHINEY,

IREINDAEFERIE munin-node-configure 7OV S LEFIALTWAE IV CHEMICERLET . 2OTOY 5 A
|& /usr/share/munin/plugins/ HNOFETEDZ TSI M1 VM5 /etc/munin/plugins/ IERINIZI VR v o)V
ERT LIRS TWET,

Information about Munin is available from https://munin-monitoring.org/.

11.3.2 Icinga

Icinga IC&B Y RTLRUY—EREERIL https://www/icingaweb2/ DOFATELX T BERF/ROTI U PH—ERIE
sitesummary Y 27 ADNRELZBEROSBEIRICERINE T, EH—/3—% LTSP H—1—D7O774IL DI V&
REBERBERERITMUII N T—IRT—2avPo v I4MT7 /DRI VDR ITRBOIIEHRLERBFREBVE
T, T—IRAT—2aV TERERERBERZRZITIDLIICT BITIF nagios—nrpe-server /v —I %AV Ah—)LLT
KTEEW,

T 74BN TIE Icinga [E A=V EEYEH A NI /etc/icinga/sitesummary-template-contacts.cfg 774 )LD
notify-by-nothing % host-notify-by-email & notify-by-email EX#ZZIETERETEET,

FMAINS Icinga FRET7M)IE /etc/icinga/sitesummary.cfg T ositesummary D cron P37 IEEHRITEHRAMNK
VY —ERDO—E%INEXT S /var/lib/sitesummary/nagios-generated.cfg M LE T,

774)V /var/lib/sitesummary/icinga-generated.cfg.post Il Icinga ICKDF VIR REZBINTIEEMINDT
FAITRBEINTWETY,

Icinga ICDWTCDIE#RIE http://www.icinga.com/ ¥ icinga-doc /\wI—JIlHYET,

11.3.2.1 Icinga O—RHAEEEETDNUSE

Icinga DEHEEH—RMADEEEZORLFIEZRLET,

11.3.2.1.1 DISK CRITICAL - free space: /usr 309 MB (5% inode=47%):

LEZ/NN—T 123V (BT Jusr/) DEEFRTYT . —MBRRLFEL 2 DHYET: (1) 771 EWSHHIBRT B0
(2) IR=TFT142aVPAXERELTEINTT /=T 13D Jvar/ DIFEI apt clean ZEITLT APT DF vy aTr
AIVEHIBRTES D ELNEE A.LVM volume group ICEXREN HZI5E I debian-edu-fsautoresize ZE{TL TN
— T4 aVIRRRE A BET Y, UK HR A% fsautoresize-hosts RV NI —FITEBMNTEECDTOY S L5 BREHM
ICRTIELNET,
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11.3.2.1.2 APT CRITICAL: 13 packages available for upgrade (13 critical updates).

New package are available for upgrades. The critical ones are normally security fixes. To upgrade, run apt upgrade &&
apt full-upgrade as root in a terminal or log in via SSH to do the same.

Nolr—I D7y T TL—REFEETITVWELARL Debian ICLBHLWA=TUavDEEAFEETZ2HA.
unattended-upgrades /\Y7 —YEAVAMN—JLLTBEHNICBBRETH LWy —JILT7vy T I L—RT3ELDIC
BETELY, ZNIE LTSP chroot D7v 7 L—RIFITWEHEA,

11.3.2.1.3 WARNING - Reboot required : running kernel = 2.6.32-37.81.0, installed kernel = 2.6.32-38.83.0

EITHDOA—RIVDRIFDAVAN—ILFEAN—FILEYFTWRETT . B DAV AN —ILFEAH—RILEEWELTBIC
BRI UNETT,Debian Edu TIEFILWA—RIITBEELF 1) TABEAEBETZHDED LD T, ZHIZAEIRIC
REMEHIHYET,

11.3.2.1.4 WARNING: CUPS queue size - 61

CUPS OEIRIF 21— ICRBEAR>TVWBRYaTHEHHYFI. CNIEBEKTIVIDOFREENRERRATT,
cups-queue-autoreenable-hosts XY NI —THDERIANTIEEN LR F21—42BREMCTILOFEEIC
EBNAFBERWNET T, cups-queue-autoflush-hosts RY M I —THORANTIEEIRIF1—%EREICLE
R ﬂm—u«o)ywb\mmzm\rr%% IOV IRV M —TICEDIRRA M BINY B E %R LTS
/ey

11.3.3 Sitesummary

BEAVE2LI— 9 TORHBRNEEHRRY —NNADZEFIC sitesummary ZFHLTWE T RELLBERIG
/var/lib/sitesummary/entries/ DOFIFATEDLIICA>TVWET, /usr/lib/sitesummary/ (CHB RV T h%&
FMALTHREZENTIET,

A simple report from Sitesummary without any details is available from https://www/sitesummary/.

Some documentation on Sitesummary is available from https://wiki.debian.org/DebianEdu/HowTo/SiteSummary

11.4 Debian Edu O BLICEATBISRBIEHR

DRATLBEEBEIIE>TERERS Debian Edu DARYLBICEALTIIRDEATEICAR>TLREIV: BEE—f% Howto
DEPHEREE Howto DE

12 7v7JL—K

A ZDTvTIL—RAAREFORIC RERALTVS Y — N —2BRERETERITZEVWILRTHIDEETHS
ZE=REFRLTLEE L Debian Edu/Skolelinux [$ETROLNTWSRAHEERNT, —tI0OEELZEVEEA,

Please read this chapter and the New features in Bookworm chapter of this manual completely before attempting to upgrade.

121 7y UL—RICET2—RLER

Debian B %#$H2))—ZADSRDV)—RITvFTL—RT2DIBEBELRDTY H, Debian Edu TIEFEET7AIVIC
FEMATWREE L EIRDSETFTEMEICRYET (Debian /3J1EHR 311188 IC Debian Edu TIEED K DITT RED
DRRABREDERIHYET),

In general, upgrading the servers is more difficult than the workstations and the main server is the most difficult to upgrade.
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Ty T L —RBICHERICETURER LI ICEETBLIICTBICIE. TANBY AT AMEABRED YV VERLLDIC
BRELLEYRTALATTYTIL—RETANIRETE , ZIFDIETYRIVBLTYTIL—RETAMN 2 TEETRELD
ICENMES O REER TEET,

Debian stable VJ—XBEICDWTEA VAR =LY ZaT )L a5 T—5m< I,

728 oldstable TOERAAMBERBMNMERL CUILOFORBIRBEEHYET, TOBICHD AL 7Y T I L—RERIELTH
HMEEINDHNIXERTEDZEWVWIZEITARYFE T, Debian Edu D oldstable V1) —XZIXRD stable V) —XEBELIESLIEH
R—RIDEEITSNFE T DY, Debian ' oldstable DY R—r%# T §5& Debian Edu TEHR—MET ERVET,

12.2 Upgrades from Debian Edu Bullseye

& Be prepared: make sure you have tested the upgrade from Bullseye in a test environment or have backups ready to be
able to go back.

Please note that the following recipe applies to a default Debian Edu main server installation (desktop=xfce, profiles Main
Server, Workstation, LTSP Server). (For a general overview concerning Bullseye to Bookworm upgrade, see: https:
//www.debian.org/releases/bookworm/releasenotes)

X ZFAEFICREIY—ILEFE ST root TATAVLTLIEIW,

apt CTS—DELBEIX FT apt -f install ZEFTLTHTiapt -y full-upgrade ZEDI—FERTLTHTE
Iy,

1221 FEH—NR—%TvTIL—KLEY
» FE VAT LADRFRICEHRFINTWBIEZHRBLETY:

apt update
apt full-upgrade

= Prepare and start the upgrade to Bookworm:

sed -i 's/bullseye/bookworm/g' /etc/apt/sources.list
export LC_ALL=C

apt update

apt upgrade --without-new-pkgs

apt full-upgrade

= apt-list-changes: GO NE NEWS N AZEICHLZIEEZRBBEBLUKEIVR=Iv—DRI/O0—ILEEDHBICIE
<Enter> % T EIHBITIE <q> ZILE T root THDYVMIETRTDBERIPZEEINZIDT. B THOIELTE
X9, TDHBEIE mailx ¥ mutt IREDA—IVEEY 7R FIFA LTIV,

» debconf DIFREL TERRLTEA UTTRICERLTOWARVWRYIREAV AN —)LIhTWSO—AIL/NN—TYav %k
MERF ('keep the local version currently installed’) ] & ZIRL T IV, (FEAEDIHE NEnter | ZHEIXLWNITTY,

— restart services: Choose yes.
— Samba server and utilities: 'keep the local version currently installed’ %ZRLZE T,
— openssh-server: 'keep the local version currently installed’ Z3#RLEY,

- REDBEREHAE:

cf-agent -v -D installation



http://www.debian.org/releases/stable/installmanual
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» TYTTL—RUIEV AT LD MEBET 20V RRLE T
BEFLTIIRYPDI—F—1ELTATIVL,

» GOsa2 GUI B HBEL TW2 DN

» LTSP 54TV MNP T —ORT—2avIlERTESDN

s DRTLDFRYNTIV—T DAY N—7%800/HIBRTES DN

» AEA—ILZEZETEED.

» SN —HEETEZDN

» ZTOMYAMNMEEDEIBICDWTHEAETE2N T AMLTIEIL,

1222 D—9R7—>3avO7vTJL—NK

Do all the basic things like on the main server and without doing the things not needed.

12.3 Upgrades from older Debian Edu / Skolelinux installations (before Bullseye)

To upgrade from any older release, you will need to upgrade to the Bullseye based Debian Edu release first, before you can
follow the instructions provided above. Instructions are given in the Manual for Debian Edu Bullseye about how to upgrade
to Bullseye from the previous release, Buster.

13 HowTo

» EE—% HowTo

» SELEHE HowTo

» 72Ybv7 HowTo

s XYNT—=D954F7 K HowTo
= Samba HowTo

» 75 2R)b—LA HowTo

« 1—H— HowTo

14 EIE—#% HowTo

IHIEDH LD ERTFTDET, Debian Edu THRAICTRIZEPERWRRTFERDOFEICOVWTHALTVWET  ZOED
HowTo TlI&UWUTIBEDRIEY MeREWOLMERLETY,
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14.1 Configuration history: tracking /etc/ using the Git version control system

etckeeper Z{fD& /etc/ LFDET7MI % Git ZF>TN—YavEETEET,

INUSEY, 771V DHIBRPE R, BIRD W DITh MDD M ZELTIFAUDTERNI7AIVDIFERIZETDE R R 2R
TEBEIICRYZE T git YRI R Jetc/.git/ ICBEDNNET,

BR.ZE HNIEEBNICREZIN. REDCDEEZIRYH L THERTEIY,

To look at the history, the command etckeeper vcs log is used. To check the differences between two points in time, a
command like etckeeper vcs diff can be used.

ISARBEMICDOVTIE man etckeeper DHAERTIZILY,
BERBOYVN—E:

etckeeper vcs log
etckeeper vcs status
etckeeper vcs diff
etckeeper vcs add .
etckeeper vcs commit -a
man etckeeper

14.1.1 {EREH

FHULLAV A= EINT=VRTFLTIRINEEZETLTC YATLADNM VAN —ILINTHSITbONAELTEAERSNDIHEL
THFELLD:

etckeeper vcs log

EDT7AIDEBHINTVARVDNE, ENHIEFTHRVDOI EERLET:

etckeeper vcs status

BA1BEEEOIEIRBZOT, FREETIZMIINAEIIYNTBICIEROATY REEIT LTSI,

etckeeper vcs commit -a /etc/resolv.conf

14.2 NR—F423vDHAXELHR

Debian Edu Tl /boot/ /S—F4av LA D/IN—F 43V d2T LVM B@BEBRY 1—L T, Linux I—FRILD/N—T3
YV 2.6.10 LENS N—F 123V EIDV N EEFH A X AR TES LR > TVWET /A—F 123V DHE/NMIDWT
(F/8—F 4230 ETTV ML TWRWRETITOINEL,HYET,

fsck DERTFEBE N ITyTHSERNBEICASIIGEDMERBOERND KAETEL/NN—FT12ay (FIZE
20 GiB ) ESLRWEIDEWTLED AR HEY, ERAN—T42aV SYENIRN—FT 123V 2 HEBIFHR TS
AHRRVNEWSIZETT,

N—=T 423V REROILRERBICTBOIC FBIR VYT debian-edu-fsautoresize HHYE T, INERTTS
&. /usr/share/debian-edu-config/fsautoresizetab, /site/etc/fsautoresizetab. /etc/fsautoresizetab M5
BREZFAHAATT, 771D SRBEIN RN L &I, BEIEGEN D RTED/N—T 123V DHRERRELF T, 518
BLTRITIBEALES . I7MIV Y AT LR T DI BRIV Y RERRLEY RFINAITY RERBRICREIT
LTI7ANVY AT LEHRRY 235810 BIE -n AU ETT,

ZDAY) T ML fsautoresize-hosts RYNTI—T—BICHBLISAT VM TIIEBEEIMICETINET,

When the partition used by the Squid proxy is resized, the value for cache size in etc/squid/squid.conf needs to be
updated as well. The helper script /usr/share/debian-edu-config/tools/squid-update-cachedir is provided to do
this automatically, checking the current partition size of /var/spool/squid/ and configuring Squid to use 80% of this as
its cache size.



https://www.git-scm.com/
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14.2.1 LVM #H®RIBR1—LEE

AML—2% LVM (Logical Volume Management) TEIEY23IET/N—T123Y REBR)1—L) OYAIEEATIY
hLAFETHAIBETY . &HAlIE LVM HowTo ZZ BT,

RIBR) 21— LEFEITIRLIEWE S I, lvextend AV Y RTERPLAWVWAIIAIERLTLEIW, Bl ZIE Thomed DY
A X% 30 GiB ICgBlIcixav R

lvextend -L30G /dev/vg_system/skole+tjener+home0
resize2fs /dev/vg_system/skole+tjener+home0

To extend home0 by additional 30GiB, you insert a '+’ (-L+30G).

14.3 Idapvi OFFE

Idapvi I FARYRZAV ETCEBDOTFRANIT49%FALT LDAP T—9X—R%&#wmETSZV—ITT,
IFAERITLET:

ldapvi -ZD '(cn=admin)'

FR: ldapvi T 74 MIBREINTVWSIT49%2FALET, IV T OV TRNT export EDITOR=vin ZE{TT5&
ITFAFICvi VO—VaFEIRIBICRETIET,

Z5: ldapvi =) RV —IVIED T AERT LDAP T—9~X—X N o JXplorer ICDWT
A g PE T Iyl ROT FER R —ZEREL A REEA | 5
AETY,

14.4 Kerberos x3)tx NFS

Using Kerberos for NFS to mount home directories is a security feature. Workstations and LTSP clients won't work without
Kerberos. The levels krb5, krb5i and krb5p are supported (krb5 means Kerberos authentication, i stands for integrity check
and p for privacy, i.e. encryption); the load on both server and workstation increases with the security level, krb5i is a good
choice and has been chosen as default.

14.41 FIAIREREDERAE
FEH—/N—
» root ELTCATAVT S

» ldapvi -ZD '(cn=admin)' %#Z{TL sec=krb5i ZMRFRL T sec=krb5 X> sec=krb5p ICEZBLZY,

= edit /etc/exports.d/edu.exports and adjust these entries accordingly:

/srv/nfsd gss/krbbi(rw,sync,fsid=0,crossmnt ,no_subtree_check)
/srv/nfs4/home0 gss/krbb5i(rw,sync,no_subtree_check)

= run exportfs -r.

14.5 Standardskriver

ZDYV—=IVEERABMAMP IV E1—9— HBWNMIT I —TAVN=ICEDWTREDT) Y —% R ELE T, EMICDOWL
Tl¥ /usr/share/doc/standardskriver/README.md & E</ZXY,

% & 7 7 1)U /etc/standardskriver.cfg A BB ENEF I 2B BN HYF T, W< DD D fHI A
/usr/share/doc/standardskriver/examples/standardskriver.cfg ICHYET DT, SEICLTLEIL,



https://www.tldp.org/HOWTO/LVM-HOWTO/
http://www.lichteblau.com/ldapvi/manual/
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14.6 LDAP GUI IR JXplorer

LDAP F—#~R—2IZDWT GUI THEETZANRITNIE jxplorer /XvT—JICDWTHARTATEIW, INIET Y
AIRTAV A=V ENTOET RDEIICL TEZRAHATEDLIICERLEY

host: ldap.intern

port: 636

Security level: ssl + user + password

User dn: cn=admin,ou=ldap-access,dc=skole,dc=skolelinux,dc=no

14.7 Idap-createuser-krb5, a command-line tool for adding users

ldap-createuser-krb is a small command line tool to create user accounts, it is invoked as follows:

ldap-createuser-krb5 [-u uid] [-g gid] [-G group[,group]...] [-d department] <username> <
gecos>

All arguments except the username and GECOS field are optional, the latter usually should contain the full name of the
user. Unless specified the tool will pick the next free UID and GID automatically and not assign any additional groups to
the user. If no department is given, it will pick the first gosaDepartment from LDAP which is likely skole and for regular
users usually not what you want, so you should pick an appropriate value for the user, e.g. Teachers or Students. After
entering and confirming the password and entering the LDAP administrator password, 1dap-createuser-krbb will create
the user account in LDAP, set the Kerberos password, create the home directory, and add a corresponding Samba user. The
following screenshot shows an example invocation to create a user account named harhir for a teacher whose full name is
"Harry Hirsch™:

root@tjener:~# ldap-createuser-krb5 -d Teachers harhir "Harry Hirsch"
new user password:
confirm password:

dn: uid=harhir ,ou=people,ou=Teachers,dc=skole,dc=skolelinux,dc=no
changetype: add

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: gosaAccount

objectClass: posixAccount

objectClass: shadowAccount

objectClass: krbPrincipalAux

objectClass: krbTicketPolicyAux

sn: Harry Hirsch

givenName: Harry Hirsch

uid: harhir

cn: Harry Hirsch

userPassword: {CRYPT}$y$j9T$TWnq5501rvyLhjF.$oVE.t.RXC1v/4Y8FhVOumno629mo7bP7/YJyig6HET6
homeDirectory: /skole/tjener/homeO/harhir

loginShell: /bin/bash

uidNumber: 1004

gidNumber: 1004

gecos: Harry Hirsch

shadowLastChange: 19641

shadowMin: O

shadowMax: 99999

shadowWarning: 7

krbPwdPolicyReference: cn=users,cn=INTERN,cn=kerberos,dc=skole,dc=skolelinux,dc=no
krbPrincipalName: harhir@INTERN

ldap_initialize( <DEFAULT> )
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Enter LDAP Password:

add

add

add

add

add

add

add

add

add

add

add

add

add

add

add

add

add

objectClass:
top
person
organizationalPerson
inetOrgPerson
gosalAccount
posixAccount
shadowAccount
krbPrincipalAux
krbTicketPolicyAux
sn:
Harry Hirsch
givenName:
Harry Hirsch
uid:
harhir
cn:
Harry Hirsch
userPassword:

{CRYPT}$y$j9T$TWnq5501rvyLhjF.$oVf.t.RXC1v/4Y8FhVOumno629mo7bP7/YJyig6HET6

homeDirectory:
/skole/tjener/homeO/harhir
loginShell:
/bin/bash
uidNumber:
1004
gidNumber:
1004
gecos:
Harry Hirsch
shadowLastChange:
19641
shadowMin:
0
shadowMax :
99999
shadowWarning:
7
krbPwdPolicyReference:
cn=users,cn=INTERN,cn=kerberos,dc=skole,dc=skolelinux,dc=no
krbPrincipalName:
harhir@INTERN

adding new entry "uid=harhir,ou=people,ou=Teachers,dc=skole,dc=skolelinux,dc=no"
modify complete

Authenticating as principal root/admin@INTERN with password.
kadmin.local: change_password harhir@INTERN

Enter password for principal "harhir@INTERN":

Re-enter password for principal "harhir@INTERN":

Password for "harhirQINTERN" changed.

kadmin.local: 1pcfg_do_global_parameter: WARNING: The "encrypt passwords"

deprecated

Added user harhir.

14.8 stable-updates DF|FH

option is

stable-updates Z B ATHIELETEETHN . MEAETIHHYEEA: stable-updates I stable RA K —ZDEEICELY
AFENFET . INEKE 2 MAZEITIThNhET,




Debian Edu / Skolelinux 12 Bookworm ¥ =277 )l 76 / 98

14.9 backports ZF AL FUFLWWIRNIZ T DAV A M—)L
REMD7=HIC Debian Edu R L TIEIF A5, AEEIFXLLBVWET  LLL BEN—DRIFHYET . VI I TH
CHZEBOEDLYEDRELIR>TVWBIENHBIETYT,ZIT backports DHEFEFTY,

backports TR D DIE Debian D testing (IFEAEDIHFE) % Debian D unstable (FIAIEEF 1Y T EFHZHF. —EBDORKR
TOH) DAY= %BAVNRIILEEDTH DD, (ENHAEERRY) FLWSATSYEBREEHET Debian Edu F
DEENR Debian T4 AN E2—aV TEIELE T MATRER/NNYIR— L2 TEI D TR BEISCTEZ D/
YIR—REFECHIAINZIEEEDET,

backports DFI A IXEE T

echo "deb http://deb.debian.org/debian/ bookworm-backports main" > /etc/apt/sources.list.d/
bookworm-backports.sources.list
apt update

ZDRIFNYIR—IINTFN\ T —VHFRITA VANV TEE T UTOITYRTRENYIR— I 2N=T3VD
tuxtype AV AN—ILLET:

apt install tuxtype/bookworm-backports

backports D/ —IEMD /N —T EL<RALLIIC (FIAFREICANIE) BENICERINIT . BEDT—H(17&
[E#% backports (ZIE main & contrib & non-free D 3 DDEITIVHHYET,

14.10 CD pEDAA—IHAWETYvTIL—R

If you want to upgrade from one version to another (for example from Bookworm 12.1 to 12.2) but you do not have Internet
connectivity, only physical media, follow these steps:

CD / DVD / Blu-ray T4R% / USB 759 aRSATRERZELAATIY VY ML, apt-cdrom AV REETLET:

apt-cdrom add
apt-cdrom(8) man R—IU M 55| A:

= apt-cdrom (XF] A BEAREGTTE LT APT DY ZANMIFHFLLY CD-ROM ZEBINTDDICFERALE T, apt-cdrom (&, 71
AODEEERELET . /2 IR UEARERRBYBEL. AV TYI R T77MIVDERETVET,

» APT Y RTALICFEET CD ZBINT5DIFEEL L8, apt-cdrom DR EITRYET, TD L EHD CD DF1RY
1O DEXECABECIIAEMLAIThIERYFEEA.

ZFNHSATVURE 2 DRTUL VAT LETY TSI L—RLET:

apt update
apt full-upgrade

14.11 BETOEREFEIOERADIFER

killer FIRETIVICATAV L TWARVWI—Y—|LB T2 7O R ERYKRL perl RV TN T cron ICLYERERITY
nxy,

14.12 EFXaUFT1BFHFOBEHIV AL

unattended-upgrades (I EF 1Y TAZDMOEH ZEHHMMICAV AM—IL TS Debian /Xy —I T . EFaUT148E
MR EZETBIIICREINIT BHEHMBFFDOOT I /var/log/unattended-upgrades/ TERTEXT . EH55A
/var/log/dpkg.log & /var/log/apt/ CHHEERTIEET,
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14.13 HBEOBE<Y Y vy NIy

It is possible to save energy and money by automatically turning client machines off at night and back on in the morning.
The package shutdown-at-night will try to turn off the machine every hour on the hour from 16:00 in the afternoon,
but will not turn it off if it seems to have users. It will try to tell the BIOS to turn on the machine around 07:00 in the
morning, and the main server will try to turn on machines from 06:30 by sending Wake-on-LAN packets. These times can
be changed in the crontabs of individual machines.

CDREICHIDTHEBELTBINEEIR:

= The clients should not be shut down when someone is using them. This is ensured by checking the output from who,
and as a special case, checking for the SSH connection command to work with X2Go thin clients.

w BRITL—H—DEELVWEIC 2ISMTVMNRIRFICEFILAAWVWELDIICLTLIEIL,

= There are two different methods available to wake up clients. One uses a BIOS feature and requires a working and correct
hardware clock, as well as a motherboard and BIOS version supported by nvram-wakeup; the other requires clients to
have support for Wake-on-LAN, and the server to know about all the clients that need to be woken up.

14.13.1 shutdown-at-night DEXE FH ik

On clients that should turn off at night, touch /etc/shutdown-at-night/shutdown-at-night, or add the hostname (that
is, the output from 'uname -n’ on the client) to the netgroup "shutdown-at-night-hosts”. Adding hosts to the netgroup in
LDAP can be done using the GOsa? web tool. The clients might need to have Wake-on-LAN configured in the BIOS. It
is also important that the switches and routers used between the Wake-on-LAN server and the clients will pass the WOL
packets to the clients even if the clients are turned off. Some switches fail to pass on packets to clients that are missing in
the ARP table on the switch, and this blocks the WOL packets.

To enable Wake-on-LAN on the server, add the clients to /etc/shutdown-at-night/clients, with one line per
client, IP address first, followed by MAC address (ethernet address), separated by a space; or create a script
/etc/shutdown-at-night/clients-generator to generate the list of clients on the fly.

sitesummary EfFETHEDIIFED /etc/shutdown-at-night/clients-generator DFITY:

#!/bin/sh
PATH=/usr/sbin: $PATH
export PATH
sitesummary-nodes -w

94TV N TRY NI IV —T%(EST shutdown-at-night ZBRMELTWBIHFEDHREEL Ting-utils /AT —I DRy A
TIW—=TY—IVERBATEIDRI) T D HYET:

#!/bin/sh

PATH=/usr/sbin: $PATH

export PATH

netgroup -h shutdown-at-night-hosts

14.14 Access Debian Edu servers located behind a firewall

AV —RIYNDSTFAT IA—IDHEICHBII AT IR T BICIE autossh /ST —I DAV AM—ILAERETL TS
TN ZhAEFALTESDT I ERATEBAVY—RINLEDTIUAD SSH MY RIVEBETEET . ZDOTI VDD SSH
My RIVERRALTIZFAT 94— DEDY—/NICTIEATEEY,
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14.15 Installing additional service machines for spreading the load from the main server

In the default installation, all services are running on the main server, hostname tjener. To simplify moving some to another
machine, there is a minimal installation profile available. Installing with this profile will lead to a machine, which is part of
the Debian Edu network, but which doesn’t have any services running (yet).

—WOY—ERATIK. FERVIVEZABTIDICLEERDFIRDHYFTT,

= choose the Minimal profile during installation
» B—ERETINNVT V%AV AN—ILLET,
» P—ERERELET,

disable the service on the main server

= update DNS (via LDAP/GOsa2) on the main server

14.16 wiki.debian.org @ HowTo

FIXME: The HowTos from https://wiki.debian.org/DebianEdu/HowTo/ are either user- or developer-specific. Let's
move the user-specific HowTos over here (and delete them over there)! (But first ask the authors (see the history of those
pages to find them) if they are fine with moving the howto and putting it under the GPL.)

= https://wiki.debian.org/DebianEdu/HowTo/AutoNetRespawn
= https://wiki.debian.org/DebianEdu/HowTo/BackupPC

= https://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
= https://wiki.debian.org/DebianEdu/HowTo/SiteSummary

= https://wiki.debian.org/DebianEdu/HowTo/Squid_LDAP_Authentication

15 SERLREIHE HowTo

CDETIEERBEIRIICDOWTEHRALET,

15.1 GOsa? IC&B1——DMBEERE
15.1.1 ERTIN—THOI—HF—{EK

ZOFITIEERBNCHBDER—LT1LIK) (home0/2024, home0/2026, &) AR DERI—HY—%/EHRLEFT, 1—H—
l& CSV DAVR—NTERRLET,

(EH—/3—=D root T)
» BERERIN—TOT4LINEERLET,

mkdir /skole/tjener/home0/2024
(Gosa DIFHDI—F—1&LT)

= ERF9 (Department)



https://wiki.debian.org/DebianEdu/HowTo/
https://wiki.debian.org/DebianEdu/HowTo/AutoNetRespawn
https://wiki.debian.org/DebianEdu/HowTo/BackupPC
https://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
https://wiki.debian.org/DebianEdu/HowTo/SiteSummary
https://wiki.debian.org/DebianEdu/HowTo/Squid_LDAP_Authentication
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ALY X =a1—: [Directory structure] ICFEEIL.J Students|ERFI%E ") v I LE T [ Base I##ICI&T /Students ] AFRRIN TV S
139 TY [ Actions] KOY TRy XM 5 [ Create Il Department ] %3#IRLE 9, B AT (2024) E5REA (2024 FEEZEDELE) D
E%328. [Base I HIETZDFZE (I/Students] DIFTTY) ICLEFTOkIEZ Yy LTRELET . SN THLWER (2024)
AT /Students] D FICRRIND LIRS IFTTT . ThEVvILETS,

- =7

AA v A= a1—TActions/Create/Groupl H 5 [ Groups| Z#IRLE T, VI —TZEAALT ([Basel FETDFE. [/Stu-
dents/20241 £ LET) TOkI &4 Yv o LTRELET,

« TVTL—h

lusers] XAV A=2—T#EIR L. Base #% [Students ICEBLET, #F L) [NewStudent ] TV M —DARIRIINZDT. ¥
Dw LTLEIW, Zhid Tstudents| 7 FL— M T RBEOA—F—TIEHYEE A (CSV 7ML TDIVR—IITES
IZEDIT) 2OV TV T L— R atEBMEDHY £ [ Generic] ETPOSIX | ¥ TICKRRINZERIFHF LWT VY TL—bE
EBEZRICRY) =0 oayheBo>THEVWTLIEI W,

JRIC Base IJHB %[ /Students/2024 1 ICLE T [ Create/ Template| Z#EA T.[ Generic] ¥ 7 DIEE M SEAFZEL (1202417
JL—"T% [ Group Membersip] TEAEYET) TDRIC POSIX 7HUY M BIILET,

» A—H—DfVR—h

CSV ZAVR—NF BRI LWT VT L — b BRLET  DHDOI—HF—%F>TT AN TELZEZHDET,

15.2 F0Mmoi1—v—HESRE
15.2.1 21—H—DHR—LFALINIRADT 1LY N VR

DRV TR CREBEDNE LY —DER—LTALINIRICTALIN) R L TT IV L REREFABEEZ YN TER
ED

group=teachers & permissions=2770 2§ E T DU T DHITIE, 21— —IE 774 )V % [assignment | TA LV MNIICIREFET S
ZETEDRBELERHTEHEAEZZDTALINMNICEZIAAT IV ERERNEZONTWSH AV MNEMADIED
TEEY,

#!/bin/bash
home_path="/skole/tjener/home0"
shared_folder="assignments"
permissions="2770"
created_dir=0
for home in $(1ls $home_path); do
if [ ! -d "$home_path/$home/$shared_folder" ]; then
mkdir $home_path/$home/$shared_folder
chmod $permissions $home_path/$home/$shared_folder
user=$home
group=teachers
chown $user:$group $home_path/$home/$shared_folder
((created_dir+=1))
else
echo -e "the folder $home_path/$home/$shared_folder already exists.\n"
fi
done
echo "$created_dir folders have been created"
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15.3 ZAPL—YERY—N—0DFHA
UFOFIETI—Y—DFR—LTALIMNPMOF—5%BI 2. ERADAN —IH—N—ERETEET,

» FILWORTF LR DD server BEAICIE. ZDOXZaT7 I DIHIBEHIIDETHALTWNDELEIIC GOsa? &HFWNET,

— ZDHITIE nas-server.intern ZHY—/3—Z &L TWE T, nas-server.intern DEREHNEFE LS FTILWLWA ML —IH—X
—%389 NFS TV RR—IBEEIRY TRYMPI I VICTVRR— I INTWE O HEEALE T

root@tjener:~# showmount -e nas-server
Export list for nas-server:

/storage 10.0.0.0/8
root@tjener:~#

ZDFITIEFNYIR—=VRIRT—IDETH /storage TVRAR—MADT I ERZFINTVWET (ZhiE
tjener: /etc/exports 77 AILTITIDERABRICKR YN T I —T AV IN—HE® IP PRLZATHIRT B ET NFS ~
DT I EA%ERETEZTT,)

» nas-server.intern [ICDWCTDBEEIY IV MEIRE LDAP IOBML. 2I5ATF7 VIS I TAMILYFLWIIRKR—b
HEEEIMICY VRN TEREIICLET,

- Nl GOsa? TIZBEEIR VY MNEEY2—IHDRIFTWELOHTEEFHARDYIC Idapvi ZFIBL. TT19%F>T
WHER LDAP IHEZEIMLEY,

ldapvi --ldap-conf -ZD '(cn=admin)' -b ou=automount,dc=skole,dc=skolelinux,dc=no

ITA9DNERELES. T7MILDOKREICLLTO LDAP IRBZEBMLET, (&RED LDAP IRED"/&" F2£TD
nas-server.intern TY AIR—MIXYFFTBTMIRKRA—RT, NIZLY LDAP FRDELXDI IV MRAV N %5293
MBI RIRYET,)

add cn=nas-server ,ou=auto.skole,ou=automount ,dc=skole,dc=skolelinux,dc=no

objectClass: automount

cn: nas-server

automountInformation: -fstype=autofs --timeout=60 ldap:ou=auto.nas-server,ou= <
automount ,dc=skole,dc=skolelinux,dc=no

add ou=auto.nas-server ,ou=automount ,dc=skole,dc=skolelinux,dc=no
objectClass: top

objectClass: automountMap

ou: auto.nas-server

add cn=/,ou=auto.nas-server ,ou=automount ,dc=skole,dc=skolelinux,dc=no

objectClass: automount

cn: /

automountInformation: -fstype=nfs,tcp,rsize=32768,wsize=32768,rw,intr ,hard,nodev, <
nosuid ,noatime nas-server.intern:/&

= tjener.intern (EX VY MNDIV—TH I B7-HBENT VY MEFIA LRV D T, tjener.intern: /etc/fstab ICFAEY 2IHE %
EMLET:

— mkdir TYOVNFBTALIN)ZVER L. /etc/fstab Z@EENIHREL 75 mount -a ZRITLTHLWIV—R%ETD
YhLET,

INTI—H—IZF nas-server.intern EDT7AILIC /tjener/nas-server/storage/ TALIN)DOEBEDT ) r—>avTT7
DEAMNAREICRYET , T—IVRT—23Vh LTSP SV ZAT VD LTSP H—/R—MNEFRE T,

15.4 Restrict SSH login access

There are several ways to restrict SSH login, some are listed here.




Debian Edu / Skolelinux 12 Bookworm ¥ =277 )l 81 /98

15.4.1 LTSP 7547V MNELTO#H

LTSP 547 VN affoTWAWGEDBEAFTERIFLWI I —T (BIZX L sshusers) 2K LTEDTI VD
/etc/ssh/sshd_config Z74ILIC 1 {TBEELE T osshusers FIL—T DAV N—FEIFNEBRDI DU MHD SSH #Hii%EF
AINEY,

GOsa TEETZHEREHLRYEETY:

= Base LU (BEIC gosa-admins F. MDY A7 LAEREED T IV —TDH B39 TY) ICFIV—7 sshusers HVERK
LET,

= FTLWJIL—7 sshusers ICA—H—%BMLET,

/etc/ssh/sshd_config I AllowGroups sshusers ZEMLET,

» service ssh restart #ZE{TLET,

15.4.2 LTSP 9S54 7VhDHBE

The default LTSP diskless client setup doesn't use SSH connections. Update the SquashFS image on the related LTSP
server after the SSH setup has been changed is enough.

X2Go thin clients are using SSH connections to the related LTSP server. So a different approach using PAM is needed.

LTSP H#—/X® /etc/pam.d/sshd 774 LT pam_access.so ZBMELET,

(BITIE) 2— — alice. jane, bob, john (FE TS TH MDD I—H—IFTRTAHAERYNT—IDODERE T ZHFT L
2IC Jetc/security/access.conf ZFXELET:

: alice jane bob john : ALL
: ALL : 10.0.0.0/8 192.168.0.0/24 192.168.1.0/24
: ALL : ALL

# 1+ +

If only dedicated LTSP servers are used, the 10.0.0.0/8 network could be dropped to disable internal SSH login access.
Note: someone connecting his box to the dedicated LTSP client network(s) will gain SSH access to the LTSP server(s) as
well.

15.4.3 BFICEMAIBEOEYNTY T TOEESR

If X2Go clients were attached to the backbone network 10.0.0.0/8, things would be even more complicated and maybe only
a sophisticated DHCP setup (in LDAP) checking the vendor-class-identifier together with appropriate PAM configuration
would allow to disable internal SSH login.

16 TRZbv7 HowTo

16.1 ZEBWRBTRAIMNTREOEYNTYT
To support multiple languages these steps need to be done:

= dpkg-reconfigure locales % root CEITL. LBLEHEZREVEY (UTF-8 DEDICLTIEIW).
= LFDO3ITYR% root TEITLTRER/ YT —I%AVAM—LLETY:
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apt update
/usr/share/debian-edu-config/tools/install-task-pkgs
/usr/share/debian-edu-config/tools/improve-desktop-110n

Users will then be able to choose the language via the LightDM display manager before logging in; this applies to Xfce,
LXDE and LXQt. GNOME and KDE both come with their own internal region and language configuration tools, use these.
MATE uses the Arctica greeter on top of LightDM whithout a language chooser. Run apt purge arctica-greeter to
get the stock LightDM greeter.

16.2 DVD OB4%

FEAEDER DVD OB AIC libdvdess BNIBETY IERREHEMNSINIL Debian (Edu) ICIFINEF I TWEE A,
INOFAZEMICEHEFINTWSIEEIE 1ibdvd-pkg Debian /N —Y % FFH TEX T, /etc/apt/sources.list T
contrib AFMITR>TWBIEEERL TSI,

apt update

apt install libdvd-pkg

debconf DBEMICE A, dpkg-reconfigure libdvd-pkg ZEITLE T,

16.3 FExXT7xVb

Ry/r—% fonts-linex (T 74N TAVAR—ILEINET) (T FHEITDELWFEEZ T4 MM Abecedariol =1 Ah—
WLFET . ZD 74V MIERIEDLDPEERAIMMIMIN 2L DR EEBBOBALHYET,

17 RXyNT—99547 >~ HowTo

17.1 SV IFAT VMR TARIVRAT—YRAT—23VIlDWT
SVDTATUVRNET ARGV AT =Y AT —2av DEAEETREELT LTSP V547V MeAVWET,
Starting with Bullseye, LTSP is quite different from the previous versions. This concerns both setup and maintenance.

= As one main difference, the SquashFS image for diskless workstations is now generated from the LTSP server file system
by default. This happens on a combined server at first boot, taking some time.

= Thin clients are no longer part of LTSP. Debian Edu uses X2Go to still support thin client usage.

= In case of a separate or an additional LTSP server, required information for setting up the LTSP client environment isn't
complete at installation time. Setup can be done once the system has been added with GOsaZ.

LTSP O— &I 1E#RIT LTSP R—AR—JATELLIWLTSP server 7O774INEEL Y AT AICEAL T man
1tsp CaHiflla CHERRS/ZIL,

Please note that the /tsp tool from LTSP has to be used carefully. For example, 1tsp image / would fail to generate the
SquashFS image in case of Debian machines (these have a separate /boot partition by default), 1tsp ipxe would fail to
generate the iPXE menu correctly (due to Debian Edu's thin client support), and 1tsp initrd would mess up LTSP client
boot completely.

The debian-edu-Iltsp-install tool is a wrapper script for 1tsp image, 1tsp initrd and ltsp ipxe. It is used to setup and
configure diskless workstation and thin client support (both 64-Bit and 32-Bit PC). See man debian-edu-ltsp-install
or the script content to see how it works. All configuration is contained in the script itself (HERE documents) to facilitate
site specific adjustments.

Examples how to use the wrapper script debian-edu-Itsp-install:



https://ltsp.org
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» debian-edu-ltsp-install --diskless_workstation yes updates the diskless workstation SquashFS image (server
filesystem).

= debian-edu-ltsp-install --diskless_workstation yes --thin_type bare creates diskless workstation and 64-
bit thin client support.

» debian-edu-ltsp-install --arch i386 --thin_type bare creates additional 32-bit thin client support (chroot
and SquashFS image).

bare (R/NRDLVIZATUR) AT aVEBALIE display X° desktop HIEE TEE o display & vy NI IVREV %,
desktop |& Firefox ESR ¥ ARVE—RTIZAT7VMERIZETIEET (ZDDAEVE CPU BABEITARYFET A
—N\—QBEBEIXRBVET),

The debian-edu-ltsp-ipxe tool is a wrapper script for 1tsp ipxe. It makes sure that the /srv/tftp/ltsp/Itsp.ipxe file is
Debian Edu specific. The command needs to be run after iPXE menu related items (like menu timeout or default boot
settings) in the /etc/Itsp/Itsp.conf [server] section have been modified.

The debian-edu-Itsp-initrd tool is a wrapper script for 1tsp initrd. It makes sure that a use case specific initrd
(/srv/tftp/Itsp/Itsp.img) is generated and then moved to the use case related directory. The command needs to be run
after the /etc/Itsp/Itsp.conf [clients] section has been modified.

The debian-edu-Itsp-chroot tool is a replacement for the /tsp-chroot tool shipped with LTSP5. It is used to execute
commands in a specified LTSP chroot (like e.g. install, upgrade and remove packages).

TARYIVRAT—YRAT—>ay

TARID VAT =Y RT—2avidO—AITETDYINEIEIE LT, V5147V hELTLTSP —N—DoB8HD/N\—
RRSATRLTCRELET.VINIZTOBEEETIE LTSP H—N—LETETN, ZORITIETARAILRAT—IRTF—3Y
LTI R—LTALIN)ES AT LDEREEE Y —NN— IR ELET . TARILRAT—IRT—2avdB<{TE/7 7L
BRIN—=ROT7EREVISATVMEDEWMRTFARNCGERT2DICELTWET,

D—PRT—2aVERERY  TARIVARAT—I AT —avld GOsa? TEMTIBELNHYEE A,
DISATUR

A thin client setup enables an ordinary PC to function as an (X-)terminal, where all software runs on the LTSP server. This
means that this machine boots via PXE without using a local client hard drive and that the LTSP server needs to be a
powerful machine.

Debian Edu IEDRYEWN—RIT T TOIVISAT Y REYR—MLTWET,

1 |'_.|
2 Since Thin clients use X2Go, users should disable compositing to avoid display artefacts. In the default case (Xfce

desktop environment): Settings -> Window Manager Tweaks -> Compositor.

LTSP 9247 D I77—LDTT

DSAT VDR YRT—IH—KD non-free 77— LD T2 MHEETBIGEIE LTSP 9547 MDT—MIKKLET ., <
DY NT—=0T—MIEHZBEBOERIC PXE 1V A=)V EF A TEE Y, XXX .bin Z71ILHRIFTLSE Debian
AV AN =D ERATWBIHEE.LTSP 4 —/X—® initrd IC non-free 77—LD 7 &BIMNTHIEICHRYET,

Proceed like this on the LTSP server:

= First get information about firmware packages, run:

apt update && apt search “firmware-

= Decide which package has to be installed for the network interface(s), most probably this will be firmware-linux, run:

apt -y -q install firmware-linux

= Update the SquashFS image for diskless workstations, run:
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debian-edu-ltsp-install --diskless_workstation yes

= |n case X2Go thin clients are used, run:

/usr/share/debian-edu-config/tools/ltsp-addfirmware -h

= and proceed according to the usage information.

Then update the SquashFS image; e.g. for the /srv/ltsp/x2go-bare-amd64 chroot, run:

ltsp image x2go-bare-amd64

17.1.1 LTSP 547V hDFEFEDZEIR

& LTSP H—N—(L3A—HYRYMMUVI—TIAZAD 2 DHYF T, 1 DBIFHOAID 10.0.0.0/8 TRy (FH—/1—
EDBADTVWBRYRNT =) T 5D 1 DREBIOO—ANHTRYM (& LTSP H—NR—Z&ILPBINTWB Y TRUR)
ZERLET,

WINDDOETARILRT—IRTF—2av eIV I5AT VN iPXE XA=Za—CERIRTEET.5 WOYILTINMEICIEZT
ARV RAT—IRF—avELTEREILET,

The default iPXE boot menu item and it's default timeout can both be configured in /etc/1tsp/ltsp.conf. A timeout
value of -1 is used to hide the menu. Run debian-edu-ltsp-ipxe for the changes to take effect.

17.1.2 £71% LTSP 7247V bRy 7= DFIA

[LTSP H—N—1DOF7O77M IV EFE>TAV A= LIV Y TIE T 74IED LTSP 9547V Ry N7 —21F
192.168.0.0/24 IR TWETLLTSP V547V haZHIAATWS, HDWIERWD LTSP #—/X—T i386 & amd64 D
chroot IRIFZMALBIRMTZ2IH5E.ED 1 DOREFHARYNT—2 192.168.1.0/24 ZEIKICEIZEETEET 771
/etc/network/interfaces Z#REL T ethl B ELBENICFAELFT,DNS ¥ DHCP DEFRE%EFANSICIE 1dapvi TD
fthER D LDAP TT 49 %FATEET,

17.1.3 32 EYRISATVNEIFD LTSP chroot IBEDEIMAE

To create chroot and SquashFS image, run:

debian-edu-ltsp-install --arch i386 --thin_type bare

See man debian-edu-ltsp-install for details about thin client types.

17.1.4 LTSP V547V hDHRE

REATTavIZDVWTIE man 1tsp.conf AZBEBLEIVW AV SA Y TESHBTEEY: https://1tsp.org/man/ltsp.
conf/

Add configuration items to the /etc/Itsp/Itsp.conf [clients] section. For the changes to take effect, run:

debian-edu-ltsp-initrd

17.1.5 LTSP U547V NDA—T 174

LTSP 29547V MIRYNT— A —FT 1A &R L TH—N—DSISAT UV MIA—T 1A %BIELET,
LTSP T4 RILRAT—IATF—avidBEs0—HILTHRWVWET,



https://ltsp.org/man/ltsp.conf/
https://ltsp.org/man/ltsp.conf/
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17.1.6 Access to USB drives and CD-ROMs/DVDs

When users insert a USB drive or DVD / CD-ROM into a Diskless Workstation, a corresponding icon appears on the
desktop, allowing access to the content as on a workstation.

When users insert a USB drive into an X2Go thin client of type bare (default combined server installation), the media is
mounted as soon as the existing folder icon on the Xfce desktop is double-clicked. Depending on the media content it might
take some time until the content shows up in the file manager.

17.1.6.1 LTSP H—/\—DIREAEEATATICDVWTDESE

When inserted into an LTSP server, USB drives and other removable media cause the related folder icon to appear on LTSP
thin client desktops. Remote users can access the files.

17.1.7 LTSP USAT7VNMIEHEINLTY9—0FH

o LTSP 54T U UNIT) S —%5mLET (USB &/XSLILR—RMaHR—MLTWET),
= GOsa? TRR®D LTSP V547V MIEE IP PRLRERELET,

» 7V #% https://www.intern:631 HETEY —N—THEELTWEET, XY T—I Y% AppSocket/HP
JetDirect ZIEW (A—A—PBEMDT) socket://<LTSP client ip>:9100 ¥ URI L TRIALEY,

17.2 PXE X=a1—0DZH

PXE & Preboot eXecution Environment M&EBEKT Debian Edu I3 iPXE REA{F>T LTSP #iE8%&1To>CWET,

17.2.1 PXE X=a1—DERE

DRATLAVARN=IVICEET B IPXE X=1—IHH I debian-edu-pxeinstall BNEKLET, W< DOHDIEE I
/etc/debian-edu/pxeinstall.conf 771V CLEXTEET,

17.2.2 PXE 1V AN—ILDEE

The PXE installation will inherit the language, keyboard layout and mirror settings from the settings used when in-
stalling the main server, and the other questions will be asked during installation (profile, popcon participation, par-
titioning and root password). To avoid these questions, the file /etc/debian-edu/www/debian-edu-install.dat
can be modified to provide preselected answers to debconf values. Some examples of available debconf val-
ues are already commented in /etc/debian-edu/www/debian-edu-install.dat. Your changes will be lost as
soon as debian-edu-pxeinstall is used to recreate the PXE-installation environment. To append debconf values
to /etc/debian-edu/www/debian-edu-install.dat during recreation with debian-edu-pxeinstall, add the file
/etc/debian-edu/www/debian-edu-install.dat.local with your additional debconf values.

PXE AVAR—=ILDEBEICDWTDHFHLWMERIFAVAM—ILDEILHYET,

17.2.3 PXE AV AM—JLEHOMBBEYRIKN)DEM

ZEQUZRQ‘FU’E MTBITIELLTDEIRITAR /etc/debian-edu/www/debian-edu-install.dat.local ICIBAILE

d-i apt-setup/locall/repository string http://example.org/debian stable main <>
contrib non-free

d-i apt-setup/locall/comment string Example Software Repository

d-i apt-setup/locall/source boolean true

d-i apt-setup/locall/key string http://example.org/key.asc

FNMS /usr/sbin/debian-edu-pxeinstall Z#—ERITLEY,



https://www.ipxe.org/
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17.3 XYNIJ—VUEZEDER

debian-edu-config /Xw 4 —I(TIE 10.0.0.0/8 BSRDRXYRT—IANDEBEAXETEIV—IDAFHFELTVET,
/usr/share/debian-edu-config/tools/subnet-change ZZ BICM>TLEIV, INIEEY —N—(VZAM—IL B
BICEIEOT Y IRV MNEEENICEMT2LENHS LDAP P ZDMOT7 (L EHELET,

& BEIC Debian Edu BRI L TWAH T RYMDERIFTEFHEA.192.168.0.0/24 & 192.168.1.0/24 (FBEIC LTSP ¥
SAT VAR RI—VRIERLTWET, COBADRY NI —VILERB LB R RET7MIVEFFETRELTER
SIIHB%ZHIR TR ENHYET,

There is no easy way to change the DNS domain name. Changing it would require changes to both the LDAP structure
and several files in the main server file system. There is also no easy way to change the host and DNS name of the main
server (tjener.intern). To do so would also require changes to LDAP and files in the main server and client file system. In
both cases the Kerberos setup would have to be changed, too.

17.4 VE—NTFRINYT

[LTSP H—N— 1 7O771 IV EE T —/N\—=FOT771)VI&, xrdp & x2goserver 1IN\ —I (4 AM—=ILLET,

17.4.1 Xrdp

Xrdp /34 —213 RDP (Remote Desktop Protocol) ZFIFAL T VE—NIZAT U MITZ T4 A0 1V BEE %R #
L F 9. Microsoft Windows D1—H—IZBMY IRV T AV A=) § B ERL xrdp DEMEL TS LTSP Hr—/3—
ICERTEET, Windows ¥ D5 Remote Desktop Connection %2 EIL TR T 27T,

IS xrdp 1& VNC H—/30FDM®D RDP H—/NITEHKETEET,

Xrdp comes without sound support; to compile (or re-compile) the required modules this script could be used. Please note:
The caller needs to be root or a member of the sudo group. Also, /etc/apt/sources.list must contain a valid deb-src line.

#!/bin/bash
set -e
if [[ $UID -ne 0 1] ; then

if ! groups | egrep -q sudo ; then

echo "ERROR: You need to be root or a sudo group member."
exit 1

fi
fi
if ! egrep -q “deb-src /etc/apt/sources.list ; then

echo "ERROR: Make sure /etc/apt/sources.list contains a deb-src line."

exit 1
fi
TMP=$ (mktemp -d)
PULSE_UPSTREAM_VERSION="$ (dpkg-query -W -f='${source:Upstream-Version}' pulseaudio)"
XRDP_UPSTREAM_VERSION="$ (dpkg-query -W -f='${source:Upstream-Versionl}' xrdp)"
sudo apt -q update
sudo apt -q install dpkg-dev
cd $TMP
apt -q source pulseaudio xrdp
sudo apt -q build-dep pulseaudio xrdp
cd pulseaudio-$PULSE_UPSTREAM_VERSION/
./configure
cd $TMP/xrdp-$XRDP_UPSTREAM_VERSION/sesman/chansrv/pulse/
sed -i 's/"PULSE/#PULSE/' Makefile
sed -i "/#PULSE_DIR/a \
PULSE_DIR = $TMP/pulseaudio-$PULSE_UPSTREAM_VERSION" Makefile
make
sudo cp *.so /usr/lib/pulse-$PULSE_UPSTREAM_VERSION/modules/
sudo chmod 644 /usr/lib/pulse-$PULSE_UPSTREAM_VERSION/modules/module-xrdp*
sudo service xrdp restart
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17.4.2 X2Go

X2Go & LTSP %—/N—A~A®D GUI TRIMNYTTHOERYINTT, BIRBEDKNMIBWER A EITELTIE Linux 2
BIfELTW3 PC, Windows, macOS BMEAFE T, 7= LIZAT7 Y MATY I NDEBMABEICRYET DT, X2Go wiki &2
Bl TLEXW,

EERELT X2Go 2FIHTBIFEICIE LTSP H—/X—D5 killer /N\wi—J B BIBRT RETY, Debian NTERE YA K
T 890517 =T BT TLIEXL,

17.43 FIATEBVE—NTRINTVZA4T U

» freerdp-x11 ET 74N TAVAR—JLEIN.RDP & VNC DHBREEFRF>TWET,

— RDP - Windows # =X)L H—/NICF VR T2REEERAETTREIFAT7 U D/ —I I rdesktop
PHYFET,

— VNC (Virtual Network Computer, fRERYRT—03VE1—%) I54T7 2V MEYE—IDS Skolelinux ICF 7 ERTS
FRERBLEI REISAMT7 VMDY —IITIE xvncviewer BHYET,

» x2goclient (& X2Go YRAT LMD GUI V54TV RTT (T74IVRTIRAVAR—ILINFEA)BEFOEYavA
DEHEFLVEY v OBERICEAET,

17.5 H|EREHGIZAT VN

The freeRADIUS server could be used to provide secure network connections. For this to work, install the freeradius and
winbind packages on the main server and run /usr/share/debian-edu-config/tools/setup-freeradius-server to
generate a basic, site specific configuration. This way, both EAP-TTLS/PAP and PEAP-MSCHAPV2 methods are enabled.
All configuration is contained in the script itself to facilitate site specific adjustments. See the freeRADIUS homepage for
details.

MATROBENEREERYET,

» PORARAVNTOHRBR (shared secret) FefnDBEIN /R (/etc/freeradius/3.0/clients.conf).
» LDAP I —T%(E S/ BIRT V E ADEF A /IED (/etc/freeradius/3.0/users).
» TORARAVINEERDT I —TTER (/etc/freeradius/3.0/huntgroups)

2 End user devices need to be configured properly, these devices need to be PIN protected for the use of EAP (802.1x)
methods. Users should also be educated to install the freeradius CA certificate on their devices to be sure to connect to the
right server. This way their password can't be catched in case of a malicious server. The site specific certificate is available
on the internal network.

» https://www.intern/freeradius-ca.pem (Linux ¥mAKF)

» https://www.intern/freeradius-ca.crt (Linux ¥> Android)

» https://www.intern/freeradius-ca.der (macOS #° iOS % iPadOS %> Windows F)

BN SBEERTHDD. IOV A— P — IR TOREIFHEHEHVET, Windows [IFICIFA Y Zb—ILZIYTH,

Apple DT /34 Z[AFICId mobileconfig 774 L DN EFLFTHE T, $£IC freeRADIUS CA FEFAZZMRAETIE A ERID 0S
TOY—IVRIADPBEITRVETS,



https://wiki.x2go.org/doku.php/doc:installation:x2goclient
https://bugs.debian.org/890517
https://freeradius.org/
https://www.intern/freeradius-ca.pem
https://www.intern/freeradius-ca.crt
https://www.intern/freeradius-ca.der
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17.6 Authorize Windows machine with Debian Edu credentials using pGina LDAP plugin
17.6.1 Adding pGina user in Debian Edu

To have an ability to use pGina (or any else 3rd party auth-service-application) you should have a special user account used
in search inside of LDAP.

Add a special user, eg pguser with password pwd.777, on https://www/gosa website.

17.6.2 Install pGina fork

Download and install pGina 3.9.9.12 as usual software. Take an attention that LDAP plugin persists in pGina plugin folder:

C:\Program Files\pGina.fork\Plugins\pGina.Plugin.Ldap.dll

17.6.3 Configure pGina

Considering to Debian Edu settings the connection to LDAP uses SSL by port 636.
So necessary settings in a pGina LDAP plugin are below

(these are  stored in  HKEY_LOCAL_MACHINE\SOFTWARE\pGina3.fork\Plugins\0f52390b-c781-43ae-bd62-
553c77fa4cf7).

17.6.3.1 LDAP Plugin main section

= LDAP Host(s): 10.0.2.2 (or any else with "space” as a separator)

= LDAP Port: 636 (for SSL connection)

= Timeout: 10

= Use SSL: YES (tick checkbox)

= Start TLS: NO (don't tick checkbox)

= Validate Server Certificate: NO (don't tick checkbox)

= Search DN: uid=pguser,ou=people,ou=Students,dc=skole,dc=skolelinux,dc=no
— ("pguser" is a user to authenticate in LDAP to search users in a login session)

= Search Password: pwd.777 (this is the "pguser” password)

17.6.3.2 Authentication block
Bind Tab:
= Allow Empty Passwords: NO

= Search for DN: YES (tick checkbox)
= Search Filter: (&(uid=%u)(objectClass=person))

17.6.3.3 Authorization block

= Default: Allow
= Deny when LDAP authentication fails: YES (tick checkbox)

= Allow when server is unreachable: NO (don't tick checkbox, optional)



https://www/gosa
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17.6.3.4 Plugin Selection

= LDAP: Authentication [v], Authorization [v], Gateway|v], Change Password [_]

= Local Machine: Authentication [v], Gateway [v] (tick only two checkboxes)

17.6.3.5 Plugin Order

= Authentication: LDAP, Local Machine

= Gateway: LDAP, Local Machine
Sources:

= http://mutonufoai.github.io/pgina/download.html
= http://mutonufoai.github.io/pgina/documentation/plugins/ldap.html

= https://serverfault.com/questions/516072/how-to-configure-pgina-ldap-plugin

18 Debian Edu @ Samba

Samba (FRX4 > ROV —/XN— (standalone server) &L T SMB2/SMB3 S /Y 1—H —HBHEEE (usershare) 'AE
ICZR>TWET, /etc/samba/smb-debian-edu. conf ZEH—/N—TITHERLLIV BEEETLQWVWI—H—TE share
E—RHPFETEEY,

F&TEICIZE T /usr/share/debian-edu-config/smb.conf.edu-site 774 JL% Jetc/samba TALZ M )ICIE—L T,
smb.conf.edu-site RDEEZFEIEB A smb-debian-edu.conf DAB%E LEEZLFT,

TR

» TIFIVNTIRF—LTALINIBHRARYVERTT . CNEE BT 2581 /etc/samba/smb.conf.edu-site TEXEL T
LIV,

= Samba /XAT—NRI(Z smbpasswd THREFEIN GOsa2 TNRAT—REEBERICEHFINET,

» —BFYICI—Y'—D Samba 7 AUV a2 1L 955 &1 smbpasswd -d <username> %, BT 5T smbpasswd -e
<username> ZE{TLTLEIW,

» £ —/N—T chown root:teachers /var/lib/samba/usershares &9 #1IX'students’ TO 1 —H —H G HAE
(usershare) ZHEICTEET,

18.1 774J)LA®D Samba FHDT7IER

Connections to a user's home directory and to additional site specific shares (if configured) are possible for devices running
Linux, Android, macQS, iOS, iPadOS, Chrome OS or Windows. For example, Android based devices require a file manager
with SMB2/SMB3 support, also known as LAN access. X-plore or Total Commander with LAN plugin might be a good
choice.

R—LTFTALIRNIANDTIEZICIE \\tjener\<username> A smb://tjener/<username> ZFWVET,

19 U75RXJ)V—L HowTo

ZDEITERAAL TS Debian /37— 2T (root T) apt install < /Ny —2 > ZRTTBHIETIVAM—IT
TFY,



http://mutonufoai.github.io/pgina/download.html
http://mutonufoai.github.io/pgina/documentation/plugins/ldap.html
https://serverfault.com/questions/516072/how-to-configure-pgina-ldap-plugin
https://play.google.com/store/apps/details?id=com.lonelycatgames.Xplore&hl=en_US&gl=US
https://www.ghisler.com/android.htm
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19.1 FOUSIV7%#E23

stable/education-development (D TOVSIV IV ITNeAV ANV BIcDDAG NV T —I TG, TARVRERE
ELT2GB IFMEICADIEAFMHRELTLEIVEMISOWTE (HEDWNME—ED /T —I DHEAV A M—IL LTV
HBE7REL) Debian Edu Development packages & Z &L EILY,

19.2 AREDER

& 28 BEROEFBEHEICBVW(AVEL 91— -DEHZERLLYFIRLAYTEIEICEATEIDT, 9 EH
DIERE LTI,

HEREDEELRIC Epoptes ¥ Veyon ZFHALTWEEREHDEDIETY Epoptes Homepage & Veyon Homepage TSR
KXW [RE: BRERERQREZHREL TUIBYFE A FPRICTHRLEIV, ]

19.3 &£HEORYNTI—IT7 I RADHIR

Squidguard ¥ e2guardian TAVF—RYRF IV ERHIRIE (FRMTBIICIE) AIBETT, [BRF: BAERERREZMEL T
BYFEFA BEFIRICTHEIRIEIV,]

20 11— —MmElIiF HowTo

20.1 /XRAJ—KRZH

A—H—/NRAT—RFDOZEFEITIF GOsa2 ZF>TLEIW, TZUH%AFE ST https://www/gosa/ ICTF I EALET,

Using GOsa? to change the password ensures that passwords for Kerberos (krbPrincipalKey), LDAP (userPassword) and
Samba are the same.

PAM ¥ GDM OF 4> 7OV TR TDNRRAT—REBETEE TN, TDIHE Kerberos /X AT—RZIFHEH I, Samba
& GOsa? (LDAP) M/XRT—RIGLARIDOFETY, ZD7dH . ATA1TOVTNTRRT—REZE B LIFEIF GOsa?2 TD
BEEMTITILIICLTIEI W,

20.2 Bk Java 7TV r—23avDET

BK Java 77— 304 Open)DK Java V91 LICKYZDFEFTHR—MLTWET,

203 | FXA—IDFH

A—HF—FERARYNT—IATIREENEFA—IDEZENTEET . EF2)T(HERDD TLS TEHEINET,
ZDHDTIYIGRIILIRBEINEIT  ZRARYRNT—VDAANEEFA—IINEF T T25EF. EEEIT exind A—
WH—N—%BEEREREICTEIHENHYE T, TDOMEIL dpkg-reconfigure eximé4-config DRITNLETIToTE
YA

Thunderbird ZFEWNcWA—HF—EUTDLIIEETIRELIHYE T, 1—H—HD jdoe DI—H—DREBA—ILTR
L R & jdoe@postoffice.intern &7WET,



https://packages.debian.org/stable/education-development
https://blends.debian.org/edu/tasks/development
https://packages.debian.org/stable/epoptes
https://packages.debian.org/stable//veyon-configurator
https://epoptes.org
https://veyon.io
https://packages.debian.org/stable/squidguard
https://packages.debian.org/stable/e2guardian
mailto:jdoe@postoffice.intern
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20.4 Thunderbird

» Thunderbird ZEEILET,

s [ChBEZRFYT L BEDOA—ILEFERTZ1 %279 LET,

» X=)LPRLRZAHALEY,

» Kerberos DIV T INHAVFVERRAT 57D NRAT—RIEAALBRNTLREIL,
» [#R1T21%0)v I LET,

= IMAP TH SMTP THERETIEISTARTTLS | & TKerberos/GSSAPI & BIRLE T, BEIMICRE INRWISEITAE
LTLEEW,

» [T 120)9ILET

%

21 =@t

21.1 Contribute online

Most of the time, the developer mailing list is our main medium for communication, though we also have #debian-edu on
irc.debian.org and even, sometimes, real gatherings, where we meet each other in person.

Debian Edu ORFERRAREEHBICIE debian-edu-commits X—) VT ) ZAMISMLTW LD ELWTLLD,

21.2 NTHE

Debian Edu uses the Debian Bug Tracking System (BTS). View existing bug reports and feature requests or create new ones.
Please report all bugs against the package debian-edu-config. Take a look at How To Report Bugs for more information on
bug reporting in Debian Edu.

21.3 XEDEZBRUEIRE

COXEICITEINETT! REEERDIFFTFEREXRLTWARVNEWITETT: EATHDEXHIC FIXME DLW DE
HBEIED DB TLEI BT INENHZDIIARDA (PLTEH) bh>TLE AL MBOHEERTLTES
(A

The source of the text is a wiki and can be edited with a simple webbrowser. Just go to https://wiki.debian.org/

DebianEdu/Documentation/Bookworm/ and you can contribute easily. Note: a user account is needed to edit the pages;
you may need to create a wiki user account first.

A—H—FEEEEMDOBDOFERELTEYINIZT T RUOXEDOFERIENYE T BIERICOVTDIBTRIZCDOXEDFIER
DEICHYET  BIRAND T IEATRFTTEITNIEZEWTT,

22 HiR—hk

22.1 RSVTATR—ADYR—
22.1.1 =E

» https://lists.debian.org/debian-edu - FR—KX—=UUTYZ I

= #debian-edu on irc.debian.org - IRC channel, mostly development related; do not expect real time support even though
it frequently happens.



https://lists.debian.org/debian-edu
https://alioth-lists.debian.net/cgi-bin/mailman/listinfo/debian-edu-commits
https://www.debian.org/Bugs/
https://bugs.debian.org/src:debian-edu-config
https://wiki.debian.org/DebianEdu/HowTo/BugReports
https://wiki.debian.org/DebianEdu/Documentation/Bookworm/
https://wiki.debian.org/DebianEdu/Documentation/Bookworm/
https://wiki.debian.org/FrontPage?action=newaccount
https://lists.debian.org/debian-edu
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22.1.2 JIboxz—3E

= irc.debian.org @ #skolelinux - /)L x—5B1—H—HR—KEH IRC FvxIL

22.1.3 FAVEE

= https://lists.debian.org/debian-edu-german - support mailing list

= irc.debian.org M #skolelinux.de - RAYVEI—H—HR—MAH IRC FrRIL

22.1.4 JSVARE

= https://lists.debian.org/debian-edu-french - support mailing list

22.2 BEEMLTIOOYR—K

Lists of companies providing professional support are available from https://wiki.debian.org/DebianEdu/Help/
ProfessionalHelp.

23 New features in Debian Edu Bookworm

23.1 New features for Debian Edu 12 Bookworm

23.1.1 AVAM—ILDER

= New version of Debian Installer from Debian bookworm, see its installation manual for more details,

— including information on non-free-firmware, which is a new section in addition to the well known main, contrib
and non-free sections.

= New artwork based on the Emerald theme, the default artwork for Debian 12 bookworm.

23.1.2 YINIITDEH

= Everything which is new in Debian 12 bookworm, eg:

— Linux kernel 6.1

— Desktop environments KDE Plasma 5.27, GNOME 43, Xfce 4.18, LXDE 11, MATE 1.26
— LibreOffice 7.4

— GOsa2 2.8

— Educational toolbox GCompris 3.1

— Music creator Rosegarden 22.12

— LTSP 23.01

— Debian Bookworm includes more than 64000 packages available for installation.

— More information about Debian 12 Bookworm is provided in the release notes and the installation manual.



https://lists.debian.org/debian-edu-german
https://lists.debian.org/debian-edu-french
https://wiki.debian.org/DebianEdu/Help/ProfessionalHelp
https://wiki.debian.org/DebianEdu/Help/ProfessionalHelp
https://www.debian.org/releases/bookworm/installmanual
https://wiki.debian.org/DebianArt/Themes/Emerald
https://www.debian.org/releases/bookworm/releasenotes
https://www.debian.org/releases/bookworm/installmanual
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23.1.3 XEVHEROEH

s AVAN=F—TIETOT7MIBIRETIL 20 HEZEDERHIHY. 22 HEZETELIEFRINTVET,

= The Debian Edu Bookworm Manual is translated to Simplified Chinese, Danish, Dutch, French, German, ltalian, Japanese,
Norwegian (Bokmal), Brazilian Portuguese, European Portuguese, Spanish, Romanian and Ukrainian.

23.1.4 BEFRODOBEE

= see the Debian Edu Bookworm status page.

24 Z{FEEER

This document is written and copyrighted by Holger Levsen (2007-2024), Petter Reinholdtsen (2001, 2002, 2003, 2004,
2007, 2008, 2009, 2010, 2012, 2014), Daniel HeB (2007), Patrick Winnertz (2007), Knut Yrvin (2007), Ralf Gesellensetter
(2007), Ronny Aasen (2007), Morten Werner Forsbring (2007), Bjarne Nielsen (2007, 2008), Nigel Barker (2007), José L.
Redrejo Rodriguez (2007), John Bildoy (2007), Joakim Seeberg (2008), Jirgen Leibner (2009, 2010, 2011, 2012, 2014),
Oded Naveh (2009), Philipp Hiibner (2009, 2010), Andreas Mundt (2010), Olivier Vitrat (2010, 2012), Vagrant Cascadian
(2010), Mike Gabriel (2011), Justin B Rye (2012), David Prévot (2012), Wolfgang Schweer (2012-2024), Bernhard Hammes
(2012), Joe Hansen (2015), Serhii Horichenko (2022) and Guido Berhérster (2023) and is released under the GPL2 or any
later version. Enjoy!

EBIMT2RABIEEDTEWCEDRIFICLTKKEIW A—FEFDTTY)—RATIRELAHYET! ThHLBEDDEHI=
EBAL V2 LBEOEED/N—I3v® GPLISAEYAD T TYY—ZA LTI,

25 ZOXEDHER

There is an online overview of packaged translations, updated frequently.

25.1 COXEDEERAE
25.1.1 PO 771)L%{H>7/EHR

As in many free software projects, translations of this document are kept in PO files. More information about the process
can be found in /usr/share/doc/debian-edu-doc/README.debian-edu-bookworm-manual-translations.

25.1.2 DxTTSOYEGFES LAV SAVTOER

Most language teams have decided to translate via Weblate.  See https://hosted.weblate.org/projects/
debian-edu-documentation/bookworm-manual/ for more information.

EARMBETHRELTRITNIEENTT,

26 {J%% A - GNU General Public License

26.1 Manual for Debian Edu 12 Codename Bookworm

Copyright (C) 2007-2021 Holger Levsen < holger@layer-acht.org > and others, see the Copyright for the full list of copyright
owners.



https://wiki.debian.org/DebianEdu/Documentation/Bookworm
https://wiki.debian.org/DebianEdu/Status/Bookworm
https://jenkins.debian.net/userContent/debian-edu-doc/
https://hosted.weblate.org/projects/debian-edu-documentation/bookworm-manual/
https://hosted.weblate.org/projects/debian-edu-documentation/bookworm-manual/
mailto:holger@layer-acht.org
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This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for
more details.

26.2 GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

26.3 TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it
may be distributed under the terms of this General Public License. The "Program”, below, refers to any such program or
work, and a "work based on the Program” means either the Program or any derivative work under copyright law: that is to
say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in the term "modification”.) Each licensee is addressed as

” ”

you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The
act of running the Program is not restricted, and the output from the Program is covered only if its contents constitute a
work based on the Program (independent of having been made by running the Program). Whether that is true depends on
what the Program does.

1. You may copy and distribute verbatim copies of the Program'’s source code as you receive it, in any medium, provided
that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty;
keep intact all the notices that refer to this License and to the absence of any warranty; and give any other recipients of
the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,
and copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of
these conditions:

= a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any
change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright
notice and a notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute
the program under these conditions, and telling the user how to view a copy of this License. (Exception: if the Program
itself is interactive but does not normally print such an announcement, your work based on the Program is not required
to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as separate works. But when you distribute the same sections as
part of a whole which is a work based on the Program, the distribution of the whole must be on the terms of this License,
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whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you also do one of the following:

= a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete machine-readable copy of the corresponding source code,
to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or executable
form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work,
complete source code means all the source code for all modules it contains, plus any associated interface definition files,
plus the scripts used to control compilation and installation of the executable. However, as a special exception, the source
code distributed need not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even though third
parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights
under this License. However, parties who have received copies, or rights, from you under this License will not have their
licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission
to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not accept
this License. Therefore, by modifying or distributing the Program (or any work based on the Program), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Program or
works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You
may not impose any further restrictions on the recipients’ exercise of the rights granted herein. You are not responsible for
enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited
to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent license would not permit royalty-free redistribution of the
Program by all those who receive copies directly or indirectly through you, then the only way you could satisfy both it and
this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity
of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system,
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which is implemented by public license practices. Many people have made generous contributions to the wide range of
software distributed through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or
concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which
applies to it and "any later version”, you have the option of following the terms and conditions either of that version or
of any later version published by the Free Software Foundation. If the Program does not specify a version number of this
License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to
the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM,
TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE
COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS”" WITHOUT WARRANTY OF
ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED
ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSE-
QUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR
THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

27 Appendix B - Features in older releases

27.1 New features for Debian Edu 11 Codename Bullseye released 2021-08-14
27.1.1 AVARN—ILDOEE

= New version of Debian Installer from Debian bullseye, see its installation manual for more details.
= New artwork based on the Homeworld theme, the default artwork for Debian 11 (bullseye).

= Debian 1 ZM—F—I& LTSP chroot ZHR—kLAKRYFE LI EE Y —/N—DAVZAM—JL ('Main server’ + 'LTSP
server’ ZO774I) IZBWTES U IFZAT VRIS (X2Go ICEBLTVWEY) N RIQEBETELET . T1RILRT—
YAT—aV D SquashFS A X—=YDER (P —/N—DI7MIVY AT LETTICTBEIITRYFELR) (FH O ENHF
IKEITINZET,
DB LTSP —N\—TRWAAEEERRYNT—IRTOREEENER, FH—N\—DORELREBRIA>THLRTE
nFy,



https://www.debian.org/releases/bullseye/installmanual
https://wiki.debian.org/DebianArt/Themes/Homeworld
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27.1.2 YINIITDOEH

= Debian 11 bullseye TDEH:

— Linux AA—=xJL 5.10

- TAY My TR KDE Plasma 5.20. GNOME 3.38, Xfce 4.16. LXDE 11, MATE 1.24
— LibreOffice 7.0

- HERY—ILE GCompris 1.0

— BHEYERKY— Il Rosegarden 20.12

— LTSP 21.01

— Debian Bullseye Tld 59,000 A EED /Ry —IDFIRATEET,

— More information about Debian 11 bullseye is provided in the release notes and the installation manual.

27.1.3 XEVHEROEH

» AVAN=F—TIRTOT771ILBIRFTIE 29 HEZEOERHIHY. 22 hERETREICEFRINTVWET,

= Debian Edu Bullseye DY =27 LA SV 858 75V REE N VE A9)TE BHAXE. /IVIT—5E (R—VE—I) .
RIVNAHIVEE BHEFHEZICHRINTVEY,

- TUR—VRBEARAVEDR I LBBRREHYET,

27.1.4 FID))—ZDSLDMDEE R

= Improved TLS/SSL support on the internal network. On clients, the root certificate for the Debian Edu-CA is located
inside the certificate bundle for the whole system.

= New LTSP, re-written from scratch, dropping thin client support. Thin clients are now supported using X2Go.

= Netboot is provided using iPXE instead of PXELINUX to be compliant with LTSP.

= The /srv/tftp directory is now used as netboot base instead of /var/lib/tftpboot.

o EH—N— TSP H—N—TO77ANEELIRTLD)) =R 7Y T L —RBFICIE debian-edu-pxeinstall %
EITLT PXE BIRZEH IV ELHYET,

= DuckDuckGo is used as default search provider for both Firefox ESR and Chromium.

= Chromium uses the internal website instead of Google as default startpage.

= On diskless workstations, the Kerberos TGT is available after login automatically.

= New tool added to set up freeRADIUS with support for both EAP-TTLS/PAP and PEAP-MSCHAPV2 methods.

» Samba is configured as 'standalone server’ with support for SMB2/SMB3; domain joining is gone.

= The GOsa? web interface doesn't show Samba related entries because Samba account data are no longer stored in LDAP.
= Debian Installer's graphical mode is used for PXE installations (instead of text mode).

= Central CUPS print server ipp.intern, users belonging to the printer-admins group are allowed to administrate CUPS.

= |cinga administration via the web interface is restricted to the first user.



https://www.debian.org/releases/bullseye/releasenotes
https://www.debian.org/releases/bullseye/installmanual
https://wiki.debian.org/DebianEdu/Documentation/Bullseye
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27.2 BICTHWIY—=ZIIDWTDIER
LR ® Debian Edu DY HW) ) —TT:

= Debian Edu 10+edu0 Codename Buster released 2019-07-06.

= Debian Edu 9+edu0 Codename Stretch released 2017-06-17.

= Debian Edu 84+edu0 Codename Jessie released 2016-07-02.

= Debian Edu 7.14+edu0 Codename Wheezy released 2013-09-28.

= 2013 &£ 3 B 3 BIZYY—REN 7 Debian Edu 6.0.74+r1 O—K% Squeeze,

= 2012 £ 3 A 11 BIZYY—ARI N7z Debian Edu 6.0.4+r0 I—R % Squeeze,
= 2010 % 10 B 5 BIZ)')—RXIN/c Debian Edu 5.0.6+edul d—R% Lenny ,
= 2010 £ 2 B 8 HIZYY—ZXI N7z Debian Edu 5.0.4+edu0 I—KR% Lenny
= 2007 % 12 B 5 BIZYY—RXEN /< Debian Edu 3.0r1 Terrao

= 2007 &£ 4 B 8 HITWY—R XN 7 Debian 4.0 Etch Z7512.2007 £ 7 B 22 BHIZYY)—RX X1 7z Debian Edu 3.0r0
Terralo

= 2005 F 6 A 6 BIZYY—XIN 7z Debian 3.1 Sarge Z~N—2(2,2006 & 3 A 14 BHIZ)Y—RI N7z Debian Edu 2.0,
= 2002 7 B 19 BHIZYY—AIN 7z Debian 3.0 Woody R—212,2004 & 6 B 20 HICUY)—XX N7 Debian Edu 1.0

Venus,

LIio) ) —ZAD L2 A FEMIBEHRR— 1 Appendix C of the Jessie manual ICHYET, HBWE))—AY =27 )L TH
ELTWSEHEDETELLZIW,



https://wiki.debian.org/DebianEdu/Documentation/Jessie/AppendixC
https://wiki.debian.org/DebianEdu/Documentation
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